e)(acq Wireshark Quick Start Guide

Technologie

Introduction

This document provides information on how to effectively use Wireshark for data and packet analysis. It also provides details on
setting up the interfaces and filters for effective display of packets.

e  Windows: For the Windows OS, Wireshark can be downloaded from, http://www.wireshark.org/
e  Linux (Ubuntu): Search for Wireshark in the Ubuntu Software Center.
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http://www.wireshark.org/

Using Wireshark to Obtain and Save a .pcap File

To use Wireshark, complete the following steps on the main Wireshark page:

(SVN Rev 38931 from /trunk-1.6}]

il [Ei@

alyze Statistics Telephonx Tools Internals Help
XBE| I AesnTF & Qean §BDMmyg 8

Filter: BExpression... Clear Apply

The World's Most Popular Network Protocol Analyzer

Version 1.6.2 (SVN Rev 38931 from /trunk-1.6)

L cptue M Files _______________J ____ onlne |

Interface List — Open Website

. r &

Live fist of the capture interfaces Open a previously captured file Visit the project’s website
{counts incoming packets)

m

Open Recent: 4 . :
Start capture on interface: 4 @ User's Guide
X ! . C:\Users\Troy Wideman\Downloads\dime cap 1.pcap (149 KB) The User's Guide (local version, if installed)
b‘_l Intel(R) 82577LM Gigabit Network Connection

S C:\Program Files (x86)\exacqVision\Transacq\atm.pcap (15 MB)
&) Microsoft 8 s .
] Microsoft C:\Users\Troy Widema ... wnloads\wireshark to a pelco camera.pcap (12 MB) @ ecurity
] Microsoft C:\Users\Troy Wideman\Desktop'\atm.pcap (15 MB) Work with Wireshark as securely as possible

C:\Users\Troy Wideman\Desktop\NCRwireshark.pcap [not found]

ﬁ Capture Options

Start  capture with detailed options

C:\Users\Troy Widema ... Downloads\PCAP\PCAP\without receipt.pcap [not found]

@ Sample Captures 7

A rich assortment of example capture files on the wiki
Capture Help

How to Capture
Step by step to 2 successful capture setup
O‘ Ready to load or capture No Packets

[ Profile: Default

1. Click the Show the capture options... button. This opens the following window:

r ol
i Wireshark: Capture Op @E‘é
Capture
Interface: |Local Intel(R) 82577LM Gigabit Network Connection: \Device\NPF_{FBFIE

IP address: fe80::68d4:36a8:dea2:57¢6, 192.168.100.91
Link-layer header type: |Ethernet E]
Capture packets in promiscuous

Wireless Settings

Remote Settings
["] Capture packets in pcap-ng forma

[7] Limit each packet to | 65535 s Buffer size: |1 fe] megabyte(s)
Capture Filter: | | host 192.168.102.98| B Compile BPF
Capture File(s) Display Options

File: Update list of packets in real time

[7] Use multiple files
- 7 i S
Nei bl every 1 2 [regabyied [¥] Automatic scrolling in live capture

Next file every 1 minute(s)

Hide capture info dialog

2. Select the interface that you want to monitor from the Interface drop-down list.

3. Inthe field next to the Capture Filter button, enter the IP address of the device you want to monitor. This must always be
preceded by the word host. For example, if you want to monitor IP address 192.168.102.98, enter host 192.168.102.98.

4. Back on the main page, click the Start a new live capture button.
5. After the capture runs long enough to obtain the desired data, click the Stop the running live capture button.
NOTE: If you do not stop the capture, it will continue to run until the hard drive is full.

6. To save the capture, click the Save capture file as... button. Enter a filename, select a location, and click Save.
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Using Wireshark to Track Packets

To use Wireshark to track packet losses, open a previously obtained .pcap file. It should appear similar to this:

8 spceddome (2)pcap (Wireshark 162 (SVN Rev 38931 from /runk-161) CEEE———

Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
Fwaew BAXEE AeveT2(EE Qe @8R % @

Filter | | expression_.

No. Time Source Destination Protocol Length Info

0.000578 5 - 3 5 s 7 1514 mit-ml-dev > lDZE
0.000699 < o i 100 87 1514 mit-ml-dev > 1028
0.000719 . .87 . .102.98 541028 > mit-ml-dev
0.001288 = % 5 . .100.87 1514 mit-ml-dev > 1028
0.001421 g A & % .100.87 1514 mit-ml-dev > 1028
0.001437 5 5 5 5 .102.98 54 1028 > mit-ml-dev

13 0.003070 192.168.100.87 192.168.102.98

15 0.354537 192.168.100. 192.168.102.98 [ACK]

16 0.355117 192.168.102. 192.168. s » 1514 mit-ml-dev > 1028 [ACK]

17 0.355242 192.168.102. 192.168.100. 1514 mit-ml-dev > 1028 [ACK]

18 0.355252 192.168.100. 192.168.102.98 541028 > mit-ml-dev [ACK] Se Ack=14109

19 0.355819 192.168.102. 192. .100.87 1514 mit-ml-dev > 1028 [ACK] Seq=14109 Ack=1

20 0.355944 192.168.102. 192. < 5 1514 mit-ml-dev > 1028 [ACK] Seq=15569 Ack=1
Cnm 1 ark 17090 w

71 n 3ccnen  1nn 160 10n 10n ae €41070 « mit o] Aewe Tacwd
# Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)

+ Ethernet II, Src: Advansus_02:72:cb (00:19:0f:02:72:cb), Dst: Sensorma_10:08:e9 (00:50:f9:10:08:e9)

+ Internet Protocol Version 4, Src: 192.168.100.87 (192.168.100.87), Dst: 192.168.102.98 (192.168.102.98)
+ Transmission Control Protocol, Src Port: 1028 (1028), Dst Port: mit-ml-dev (85), Seq: 1, Ack: 1, Len: O

0000 00 50 f9 10 08 €9 00 19 Of 02 72 cb 08 00 45 00 P
0010 00 28 af 41 40 00 80 06 ff 83 cO a8 64 57 cO ai . (AR
0020 66 62 04 04 00 55 3e ba ff ad 45 f7 38 Oe 50 10 fb

0030 ff f4 4c 25 00 00 .. L.

© | File: "CA\Users\troy.wideman\Docu... | Packets: 7752 Displayed: 7752 Marked: 0 Load time: 0:00.220 Profile: Default

Analyze the data in the window. In Frame 1, you can see the server 192.168.100.87 is requesting information from the camera
192.168.102.98.

[ speeddome (2)pcap Wireshark 162 (SVN Rev 38931 from /trunk-16)) 110 - OEE_——— T o)

file Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
Suaee E@x2se qAe»aTFiEReacan gBM% &

Filter: | Expression...

No. Time S Destination Protocol Length Info
T 541028 > mit-ml-dev Seq 1 Ack=1 Win= 65524 Len=0
AC AC) 0

4 0.000719 .168.100. .168.102.98 541028 > mit-ml-dev

5 0.001288 .168.102. .168.100.87 1514 mit-ml-dev > 1028 q

6 0.001421 .168.102. .168.100.87 1514 mit-m1-dev > 1028 Seq=4381 Adi

7 0.001437 .168.100.87 .168.102.98 54 1028 > mit-m1-dev Seq=1 Ack=5841 Win=65535 Len=0

13 0.003070 192.168.100.87

150.354537 192.168.100. 192.168.102. 541028 > mit-ml-dev [ACK]
160.355117 192.168.102. 192.168.100. 1514 mit-ml-dev > 1028 [ACK]
17 0.355242  192.168.102. 192.168.100. 1514 mit-ml-dev > 1028 [ACK] Seq=12649 Ack=1 Win=6432 Len=1460
180.355252 192.168.100. 192.168.102. 541028 > mit-ml-dev [ACK] Seq=1 Ack=14109 win=65535 Len=0
190.355819  192.168.102. 192.168.100. 87 1514 mit-ml-dev > 1028 [ACK] in=6432 Len=1460
200.355044  192.168.102.9 192.168.100. S 1514 mit-ml-dev > 1028 [ACK] Seq 15560 Ack=1 Win=6432 Len-1460
i n >ceacn  1an 160 10 1na 120 107 a0 o - 1V dni FACUY Cam 1 Anl 17030 wia GEEC 1an A
= Frame 2: 1514 bytes on wire (o112 bits), 1514 bytes captured 2112 bits)
+ Ethernet II, Src: Sensorma_10:08:e9 (00:50 :08:€9), Dst: Advansus_02:72:cb (00:19:0
+ Internet Protocol Version 4, Src: 192.168.102. 98 (192.168.102.98), Dst: 192.168.100.87 (192
Transmission Control Protocol, Src Port: mit-mi-dev (85), Dst Port: 1028 (1028), Seq: 1, Ack: 1, Len
source port: mit-ml-dev (85)
Destination port: 1028 (1028)
[Stream index: 0]
Sequence number: 1 (relative sequence number)
[Next sequence number: 1461 (relative sequence number)]«<3a
Acknowledgement number: 1  (relative ack number)
Header length: 20 bytes
# Flags: 0x10 (ACK)
window size value: 6432
fcalenlated window size- 64321

)
1460

©| File: "C\Users\troy.wideman\Docu. Pa(ke\s 7752 Displayed: 7752 Marked: 0 Load ume 000220 Profile: Default

In Frame 2, you would expand the plus sign (+) next to Transmission Control Protocol. You can see the sequence number of the next
packet the camera will use (1461, in this case).
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Click on Frame 3 to display the following:

[l speeddome (2)pcap [Wireshark 162 (SVN Rev 38931 from /trunk-16)] —
file Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
S BEEXZE L 272 BEBE aaan 2N % &

Filter: - } Expression... Ap}

No. Time Source Destination Protocol Length Info
10.000000 192.168.100. 5 % 2 TCP. 541028 > mit-ml-dev
2 0.000578 192.168.102 00.87 it-ml-dev > 1028

50.001288 192.168.102. .168.100. 1514 mit-ml-dev > 1028
60.001421 192.168.102. .168.100. 1514 mit-ml-dev > 1028
7 0.001437 192.168.100. .168.102. 54 1028 > mit-ml1-dev [ACK]

66 1028 > mit-ml-dev [ACK] Seq=1 Ack=8761 Win=65535 Len=0 SLE=10221 SRE=11189

15 0.354537 192.168.100. B B 5 541028 > mit-ml-dev [ACK] Ack=11189 wm 65535 Len= 0

16 0.355117 192.168.102. 5 . . 87 1514 mit-ml-dev > 1028 [ACK]
17 0.355242 192.168.102. . B 5 1514 mit-m1-dev > 1028 [ACK]
18 0.355252 192.168.100. = = - 541028 > mit-ml-dev [ACK]

19 0.355819 192.168.102. : - 4 1514 mit-mi-dev > 1028 [ACK]
20 0.355944 192.168.102. .168.100. TCP 1514 mit-m1-dev > 1028 [ACK] i -

%1 a >ccnen 1 160 1an © o €ATAY0 « mie w1 A TACU]

# Frame 3: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)

+ Ethernet II, Src: Sensorma_10:08:e9 (00:50:f9:10:08:e9), Dst: Advansus_02:72:cb (00:19:0f:02:72:cb)

« Internet Protocol Version 4, Src: 192.168.102.98 (192.168.102.98), Dst: 192.168.100.87 (192.168.100.87)

Transmission Control Protocol, Src Port: mit-ml-dev (85), Dst Port: 1028 (1028), Seq: 1461, Ack: 1, Len: 1460
Source port: mit-ml-dev (85)
Destination port: 1028 (1028)
[Stream index: 0]

Sequence number: 1461 (relative sequence number)
[Next sequence number: 2921 (relative sequence number)] <333
Acknowledgement number: 1 (relative ack number)

Header length: 20 bytes
= Flags: 0x10 (ACK)
window size value: 6432
fcalenlated window size: 64321
0000 00 19 0Of 02 72 cb 00 50 9 10 08 €9 08 00 45 00
0010 05 dc Of 17 40 00 40 06 d9 fa cO a8 66 62 cO a8
0020 64 57 00 55 04 04 45 f7 3d c2 3e ba ff ad 50 10

O] File: ‘(\Usevs\(roywvdeman\Do(u Pa(kels 7752 Displayed: 7752 Marked: 0 load time: 0:00.220 Profile: Default

In Frame 3, the camera finishes sending the data requested and lets the server know that the next sequence number it intends to
use is 2921.

Click on Frame 4 to display the following:

7] (2)pcap [Wireshark 162 (SVN Rev 38931 from /trunk-16)] . -—
file Edit View Go Capture Analyze Statistics Telephony Tools Inteais Heip
Seoee EAXRE AevaT i EE QaaaD $BN % B

Filter: - } Expression... ear Ap}

No. Time Source Destination Protocol Length Info

10.000000 192.168.100.87 .168.102.98 TcP 541028 > mit-ml-dev
2 0.000578 192. & .168. E TCP 1514 mit-ml-dev > 1028
3 0.000699 192.168 168 87 1514 mit-ml-dev > 1028

Ack=1 wvn 65524 Len=0

00. 68 e
5 0.001288 3 g z = % B 1514 mit-ml-dev > 1028
6 0.001421 . 4 - " “ R 1514 mit-m1-dev > 1028
7 0.001437 54 1028 > mit-ml-dev

13 0.003070 192.168.100.87 192.168.102.98 TCP

15 0.354537 192.168.100.87 192.168.102. TCP 541028 > mit-ml-dev
16 0.355117 192.168.102.98 192.168.100. 87 Tce 1514 mit-ml-dev > 1028

17 0.355242 192.168.102.98 192.168.100. TCcP 1514 mit-m1-dev > 1028 W
18 0.355252 192.168.100.87 192.168.102. TCP 541028 > mit-ml-dev Seq-l Ack=14109 w1n 65535 Len=0
19 0.355819 192.168.102.98 192.168.100. 87 TCcP 1514 mit-ml-dev > 1028 6432 Len=1460

200.355944 192.168.102.98 192. J v TCP 1514 m1( m] dev > 1028 wi 1466 e

7 A dccnen 1A% 160 10n 07 Tan o 70~ mde wd
= Frame 4: 54 bytes on wire (432 bits), 54 bytes (aptured (432 b1t5)
+ Ethernet II, Src: Advansus_02:72:cb (00:19:0f:02:72:cb), Dst: Sensorma_10:08:e9 (00:50:f9:10:08:e9)
« Internet Pro(o(o‘l Version 4, Src: 192.168.100. 87 (192.168.100.87), Dst: 192.168.102.98 (192.168.102.98)
Transmission Control Pro(ocol, Src Port: 1028 (1028), Dst Port: mi(—m'l -dev (85), Seq: 1, Ack: 2921, Len: 0
Source port: 1028 (1028)
pestination port: mit-ml-dev (85)
[Stream index: 0]
Sequence number: 1 (relative sequence number)
Acknowledgement number: 2921  (relative ack number) <=3
Header Tlength: 20 bytes
= Flags: 0x10 (ACK)
Window size value: 65535
[Calculated window size: 65535]
fwindow size scalina factor: -1 (unknown))
0000 00 50 f9 10 08 €9 00 19 Of 02 72 cb 08 00 45 00
0010 00 28 af 42 40 00 80 06 ff 82 cO a8 64 57 cO a8
0020 66 62 04 04 00 55 3e ba ff ad 45 f7 43 76 50 10
0030 ff ff 4c 25 00 00

O File: "C:\Users\troy.wideman\Docu... | Packets: 7752 Displayed: 7752 Marked: 0 Load time: 0:00.220 Profile: Default
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In Frame 4, the server acknowledges that the next sequence will be 2921 and requests information. This process repeats itself. This
is how you can verify the information exchanged between server and camera.

In this Wireshark capture, you can see lines that are highlighted in black. This means an error has occurred.

I specddome (2)pcap (Wireshark 162 (SVN Rev 38931 from Atrunk- 1611 Ae T w (Rt |

Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
SN BRAXZE A¢*9T2 ([EE QD ¢8R % ®

Filter: ~ | Expression.
No Time Source Destination Protocol Length Info
10.000000 192.168.100.87 192.168.102.98 Tcp 541028 > mit-ml-dev Seg=1 Ack=1 Win=65524 Len=0
20.000578 192.168.102.98 192.168.100. 87 Tcp 1514 mit-ml-dev > 1028 Seq=1 Ack=1 Wi
30 192.168. 192.168.100.87 Tcp 1514 mit-ml-dev > 1028 Seq=1461 Ac|
4 192.168.100. 87 192.168.102.98 Tcp 541028 > mit-ml-dev Seq=1 Ack=2921
50 2

192 1514 mit-ml-dev > 1028 5eq=2921 Ack=1
T 0. Seq-=4

TP
16 0.355117 = o g 5 100.87 Tcp 1514 mit-ml-dev > 1028 Seq=11189 Ack=1 Win=6432 Len=1460
17 0.355242 5 . . .168.100.87 Tce 1514 mit-ml-dev > 1028 Seq=12649 Ack=1 Win=6432 Len=1460
18 0.355252 .168.100. 87 .168.102.98 TCP 54 1028 > mit-ml-dev q=1 Ack=14109 Win=65535 Len=0
19 0.355819 . . A .168.100.87 Tcp 1514 mit-ml-dev > 1028 Seq=14109 Ack=1 Win=6432 Len=1460
20 0.355944 5 4 o .168.100.87 TCP 1514 mit-ml-dev > 1028 [ACK] Seq=15569 Ack=1 Win=6432 Len=1460

71 n 3ccnen 2 10 1nn Ao ven €41070 « mit o1 dewe TAFUT €am 1 Ack 17070 Wwin EEEIE 4o A

% Frame 6: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)

+ Ethernet II, Src: Sensorma_10:08:e9 (00:50:f9:10:08:e9), Dst: Advansus_02:72:cb (00:19:0f:02:72:cb)

# Internet Protocol Version 4, Src: 192.168.102.98 (192.168.102.98), Dst: 192.168.100.87 (192.168.100.87)

Transmission Control Protocol, Src Port: mit-ml-dev (85), Dst Port: 1028 (1028), Seq: 4381, Ack: 1, Len: 1460
Source port: mit-ml-dev (85)
Destination port: 1028 (1028)
[Stream index: 0]

Sequence number: 4381 (relative sequence number)
[Next sequence number: 5841 (relative sequence number)] <=3
Acknowledgement number: 1 (relative ack number)

Header length: 20 bytes
@ Flags: 0x10 (ACK)
window size value: 6432
fcalenlated window size: £4321
0000 00 19 Of 02 72 cb 00 50 f9 10 08 €9 08 00 45 00

©| File: "C:\Users\troy.wideman\Docu... | Packets: 7752 Displayed: 7752 Marked: 0 Load time: 0:00.220 Profile: Default

In Frame 6, the camera is finishing its previous request and telling the server that the next sequence to come will be 5841. In Frame
7, we see the following:

[l specddome (21.pcap [Wireshark 162 (SVN Rev 38931 from /irunk-L6]] TE——— i el
Eie Edit View Go Captre Analyze Statistcs Telepony Tools [wemals Help
e e GX2L nesaTFiEEQCARN FERE B

Filter ~ | expression..

No, Time Source Destination Protocol Length Info

1 0.000000 192.168.100.87 192.168.102.98 TCP 54 1028 > mit-ml-dev [ACK] Seqel Ack=1 Win=65524 Len=0
000578 192.168.102.98 192.168.100.87 <P 1514 mit-ml-dev > 1028 [ACK] Seq=1 Ack=1 Win=6432 Len=1460
000699 192.168.102.98 192.168.100. 87 TP 1514 mit-ml-dev > 1028 [ACK] Seq=1461 Ack=1 Win=6432 Len=1460
000719 192.168.100.87 192.168.102.98 TCP 54 1028 > mit-ml-dev [ACK] Seqel Ack=2921 Win=65535 Len=0
001288 192.168.102.98 192.168.100.87 <P 1514 mit-ml-dev > 1028 [ACK] Seq=2921 Ack=1 Win=6432 Len=1460
001421  192.168. .98 192.168.100. 87 TCP 1514 mit-m1-dev > 1028 Seq=4381 Ack=1 Win=6432 Len=1460
. 0014 8. 8.102. E

v B
BEEEEE

13 0.003070 192.168.100.87 192.168.102.98 66 1028 > mit-ml-dev [ACK] Seqel Ack=8761 Win=65535 Len=0 SLE=10221 SRE=11189

15 0.354537  192.168.100.87 192.168.102.98 TCP 54 1028 > mit-ml-dev [ACK] Seq=1 Ack=11189 wWin=65535 Len=0
16 0.355117 192.168.102.98 192.168.100.87 TCP 1514 mit-m1-dev > 1028 [ACK] Seq=11189 Ack=1 Win=6432 Len=1460
17 0.355242 192.168.102.98 192.168.100.87 <P 1514 mit-ml-dev > 1028 [ACK] Seq=12649 Ack=1 Win=6432 Len=1460
18 0.355252 192.168.100.87 192.168.102.98 TP 54 1028 > mit-ml-dev [ACK] Seq=1 Ack=14109 win=65535 Len=(

19 0.355819 192.168.102.98 192.168.100.87 TCP 1514 mit-ml-dev > 1028 [ACK] Seqe=14109 Ack=1 Win=6432 Len=1460

20 0.355944 192.168.102.98 192.168.100.87 <P 1514 mit-ml-dev > 1028 [ACK] Seq=15569 Ack=1 Win=6432 Len=1460

 Frame 7: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)
+ Ethernet II, Src: Advansus_02:72:cb (00:19:0F:02:72:cb), Dst: Sensorma_10:08:e9 (00:50:F 8:e9)
: Internet Protocal Version 4, Src: 192.168.100.87 (192.168.100.87), Dst: 192.168.102.98 (192.168.102.98)
= Transmission control Protocol, Src Port: 1028 (1028), DST Port: mit-ml-dev (85), seq: 1, Ack: 5841, Len: O
Source port: 1028 (1028)
Destination port: mit-ml-dev (83)
[stream index: 0]
Sequence number: 1 (relative sequence number)
Acknowledgement number: 5841 (relative ack number) <=3
Header length: 20 bytes
@ Flags: Ox10 (ACK)
Window size value: 65535
[calculated window size: 655351
MWindnw siza sralina fartar: -1 (unknown) ]
0000 00 50 9 10 08 e9 00 19 Of 02 72 cb 08 00 45 00 .P......
0010 00 28 af 43 40 00 80 06 ff 81 cO a8 64 57 c0O a8 . (.Cd. ..
0020 66 62 04 04 00 55 3e ba Ff ad 45 f7 de de 50 10 fb...U>.
0030 ff ff 4c 25 00 00 ..L%.

@ File: "CAUsers\troywideman\Docu... | Packets: 7752 Displayed: 7752 Marked: 0 Load time: 0:00220 Profile: Default

In Frame 7, the server acknowledges that the next sequence will be 5841 and requests information.
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Frame 8 displays the following information:

I et Gy Witk L SN R 5931 o kLo IR — = TEEE— e

File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
Sedee ERERXZBE AeraT i EE Qaan $0N % B

Filter: T‘ Expression... ear Apply

No. Time Source Destination Protocol Length Info
10.000000 192.168.100.87 192.168.102.98 TP 541028 > mit-ml-dev seq=1 Acl in=65524 Len=0
20.000578 192.168.102.98 192.168.100.87 TCP 1514 mit-ml-dev > 1028 Seq=1 Acl 432 Len=1460
3 0.000699 192.168.102.98 192.168.100.87 TCP 1514 mit-ml-dev > 1028 Seq=1461 Ack 1 wm 6432 Len=1460
40.000719 192.168.100.87 192.168.102.98 TP 541028 > mit-ml-dev Seq=1 Ack=2921
50.001288 192.168.102.98 192.168.100.87 TCce 1514 mit-ml-dev > 1028 Seq=2921 Acl
60 192.168.102. TP 1514 mit-m1-dev > 1028 Seq=4381 Ack=1 W
7 0. 168. 1 TCP 54 1028 > mit-ml-dev Seq=1 Ack=5841
8 t] mi

13 0.003070 192.168.100.87 192.168.102.98 66 1028 > mit-ml-dev [ACK] Seq:

15 0.354537 192.168.100. 192.168.102.98 541028 > mit-ml-dev [ACK]
16 0.355117 192.168.102. 192.168.100.87 1514 mit-ml-dev > 1028 [ACK] Seq=11189 Ack=1
17 0.355242 192.168.102. 192.168.100.87 1514 mit-mi-dev > 1028 [ACK] Seq=12649 Ack=1

18 0.355252 192.168.100. 192.168.102.98 54 1028 > mit-ml-dev [ACK] Seq=1 Ack=14109
19 0.355819 192.168.102. 192.168.100.87 1514 mit-mi-dev > 1028 [ACK] Seq=14109 Ack=1
200.355944  192.168.102. 192.168.100.87 1514 m1t -ml- dev > 1028 [AcK]

71 A 2ccnen 1A 160 1nn 0% 160 1n2 no cann “ Fac 1 acl 17000

# Frame 8: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 b1ts)

+ Ethernet II, Src: Sensorma_10:08:e9 (00:50:f9:10:08:e9), Dst: Advansus_02:72:cb (00:19:0f:02:72:ch)

« Internet Protocol Version 4, Src: 192.168.102.98 (192.168.102.98), Dst: 192.168.100.87 (192.168.100.87)

Transmission Control Protocol, Src Port: mit-ml-dev (85), Dst Port: 1028 (1028), Seq: 7301, Ack: 1, Len: 1460
Source port: mit-ml-dev (85) E
Destination port: 1028 (1028) P
[Stream index: 0]

Sequence number: 7301 (relative sequence number)
[Next sequence number: 8761  (relative sequence number)]
Acknowledgement number: 1 (relative ack number)

Header Tength: 20 bytes
= Flags: 0x10 (ACK)
window size value: 6432
fcaleulated window size- 64321

0000 19 0f 02 72 cb 00 50 f9 10 08 e9 08 00 45 00

0010 dc of 1f 40 00 40 06 d9 f2 cO a8 66 62 cO =
0020 57 00 55 04 04 45 f7 54 92 3e ba ff ad 50 10 -
0030 20 8b 15 00 00 0d 03 34 b6 12 82 5a a7 60

0040 61 ff 1b e3 23 eb e8 54 56 08 16 f4 06 7a 86

0050 00 e4 dc 06 94 33 0c 11 f2 76 71 cf 8d cd 2e

0060 dl b0 70 3c 80 80 bl 42 a0 a4 10 10 e4 28 9c

0070 91 8e ff c6 d7 c5 80 b2 8c 70 e7 f7 92 Oe a5

0080 ae Oa 7d 06 d3 5a 91 a6 c2 30 22 29 87 11 5d

0090 58 fb 62 a1 7c 3f d0 3a 3f 4f 5a 2f ff Oof dO

00a0 a8 b6 06 81 19 ab 73 69 5c 68 17 8f 2c 89 76

00b0 2 96 ec 37 42 e5 14 3a ec fb fd 6f 5c 12 6a -
an-n ha O hd da 07 G0 A0 __EO_AE Tn G AS_OF o

©)| File: "CA\Users\troy.wideman\Docu... | Packets: 7752 Displayed: 7752 Marked: 0 Load time: 0:00.220 Profile: Default

Frame 8 displays an error. The sequence number should have been 5841 but arrived as 7301. Thus, it is listed as TCP Previous
Segment Lost.

Several duplicate acknowledgements from the server appear in Frames 9 and 11, and another lost segment from the camera in
Frame 10, before Frame 12 is displayed:

W o oy Wi L2 o S o o B e e

File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
Seogee EEXEE AeveT 2 EE QA #¥M% B

Filter: ~ | Expression.. ear Apply

No. Tim Source Destination Protocol Length Info

10. 000000 192.168. 5 192.168.102.98 TP 541028 > mit-ml-dev wm 65524 Len: 0
20.000578 192.168. . 192.168.100.87 TP 1514 mit-ml-dev > 1028

30.000699 192.168. . 192. .100.87 TP 1514 mit-ml-dev > 1028

40.000719 192.168. . 192.168.102.98 TP 54 1028 > mit-ml-dev
50.
60.
70.

001288 192.168. 5 192. .100.87 Tce 1514 mit-m1-dev > 1028
001421 192.168. - 192. .100.87 TP 1514 mit-m1-dev > 1028
001437 192.168. B 192. .102.98 TCP 54 1028 > mit-ml-dev

. 354537 % = z x 3 = 541028 > mit-ml-dev

. 355117 . . % 192. 5 .87 1514 mit-ml-dev > 1028 [ACK] Seq=11189 Ack=1

. 355242 - 2 3 192. - 7 1514 mit-m1-dev > 1028 [ACK] Seq=12649 Ack=1

. 355252 i s 2 192. < . 54 1028 > mit-ml-dev [ACK] Seg=1 Ack=14109

.355819 = 2 5 192.168.100.87 TP 1514 mit-m1-dev > 1028 [ACK] Seq=14109 Ack=1 Wln>6432 Len=1460

. 355944 ‘ - = 192.168.100.87 TCP 1514 mit-ml-dev > 1028 [ACK] Seq=15569 Ack=1 432 Len=1460
<

>ccncn im0 302 120 100 a0 €410%0 + mie a1 dne FACUY £nm 1 aclk 17070
= Erame 12: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
+ Ethernet II, Src: Sensorma_10:08:e9 (00:50 0:08:e9), Dst: Advansus_02:72:cb (00:19:0 72:cb)
« Internet Protocol Version 4, Src: 192.168.102.98 (192.168.102.98), Dst: 192.168.100.87 (192.168.100.87)
Transmission Control Protocol, Src Port: mit-ml-dev (85), Dst Port: 1028 (1028), Seq: 5841, Ack: 1, Len: 1460
Source port: mit-ml-dev (85) L
Destination port: 1028 (1028)
[Stream index: 0]

€3¢ 1an A

Sequence number: 5841 (relative sequence number)
[Next sequence number: 7301 (relative sequence number
Acknowledgement number: 1 (relative ack number)

Header length: 20 bytes

= Flags: 0x10 (ACK)
window size value: 6432
fcalculated window size- 64321

O| File: "C\Users\troy.wideman\Docu... | Packets: 7752 Dw;p\zyed 7752 Marked: 0 Load time: 000220 Profile: Default

In Frame 12, the camera has tried to retransmit the lost segment that was reported previously (5841). This continues with the other
lost segment in Frame 10 until the server and the camera get synced back up. This is how you can identify if the server and camera
are losing packets in the exchange of information.
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Using Wireshark Filters

There are additional ways to easily identify problems within the capture:

I8 specddome (21pcap (Wireshark 162 (SVN Rev 38931 from /trunk-16)] THEE— ool =)

File Edit View Go Capture Analyze Statistics Telephony Jools Internals Help

FEaee ax ¢ T2([EE eaaAn @#BR% 8B
filter.  tep. [2] eoression.  clear Apply

No. Tit tep Protocol Length Info
10! 1cp analysisiost segment 98 Tcp 541028 > mit-ml-dev [ACK]
20 87 Tce 1514 mit-ml-dev > 1028 [ACK]
3ip; tepstream ¢q 0 87 TP 1514 mit-m1-dev > 1028 [ACK] in=
4 0. twcpstream eq 2 98 TP 54 1028 > mit-ml-dev [ACK] Win=65535 Len=0
50! m 87 TCP 1514 mit-ml-dev > 1028 [ACK] Win=6432 Len=1460

i 87 TP 1514 mit-ml-dev > 1028 [ACK] i 460
{ Mtp TCP. 54 1028 > mit-ml-dev [ACK] i

10 0.002478 192.168.102.98 192.168.100.87 1022 [TCP Previous segment lost] mit-ml-dev > 1028 [PSH, ACK] Se

13 0.003070 192.168.100.87 192.168.102.98 TCP 66 1028 > mit-ml-dev [ACK] Seq=1 Ack=8761 Win=65535 Len=0 SLE=10221 SRE=11189

15 0.354537 192.168. .87 192.168.102. 541028 > mit-ml-dev [ACK] Seq=1 Ack=11189 Win=65535 Len=0

16 0.355117 192.168. . 192.168.100. 1514 mit-ml-dev > 1028 [ACK] S 432 460

17 0.355242 192.168. v 192.168.100. 1514 mit-m1-dev > 1028 i

18 0.355252 .87 : .102. 54 1028 > mit-ml-dev
.98

19 0.355819 g A 5 .100. 1514 mit-ml-dev > 1028 Seq=14109 Ack=1
20 0.355944 192.168.102.98 192.168.100.87 TP 1514 mit-ml-dev > 1028 5569 Ack=1 =
21 A 3ccAcn  1an 160 1an © 101 160 1n7 Ao ren CHNDO i i Ak Al 17000

# Frame 10: 1022 bytes on wire (8176 bits), 1022 bytes captured (8176 bits)
+ Ethernet II, Src: Sensorma_10 e9 (00:50:f9:10:08:e9), Dst: Advansus_0. :cb (00:19:0f:02:72:ch)
+ Internet Protocol Version 4, Src: 192.168.102.98 (192.168.102.98), Dst: 192.168.100.87 (192.168.100.87)
Transmission Control Protocol, Src Port: mit-ml-dev (85), Dst Port: 1028 (1028), Seq: 10221, Ack: 1, Len: 968
Source port: mit-ml-dev (85)
Destination port: 1028 (1028)
[Stream index: 0]

Sequence number: 10221 (relative sequence number)
[Next sequence number: 11189 (relative sequence number)]
Acknowledgement number: 1 (relative ack number)

Header length: 20 bytes

Flags: O0x18 (PSH, ACK)

Window size value: 6432

fcalenlated window size- 4321
0000 00 19 Of 02 72 cb 00 50 f9 10 08 €9 08 00 45 00
0010 03 f0 Of 23 40 00 40 06 db da cO a8 66 62 cO a8
0020 64 57 00 55 04 04 45 f7 5Sf fa 3e ba ff ad 50 18
0030 19 20 b8 27 00 00 12 08 F4~ 41 ae 68 21 2b 70 1b

b F€ 07 £0 N4 01 N7 31 35 ___+T i3 h H
@/ Invalid filter: “tcp." is neither a fiel... | Packets: 7752 Displayed: 7752 Marked: 0 Load time: 0:00.220 Profile: Default

Type tcp. in the Filter box to see options that you can select to filter the capture. For example, you can select
tcp.analysis.lost_segment to see the following:

[ spceddome (2)pcap [Wireshark 162 (SVN Rev 38931 from /trunk-16)) T 5
fle Edit View Go Capture Analyze Statistics Telephony Tools ntemals Help
e Bx2ae nesaT2([EE Qeaan d$02 % B

Filter:  tcpanalysislost segment v | Expression..  Clear

No, Time S Destination Protocol Length Info
8 00 68

Frame 8: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
# Ethernet II, Src: Sensorma_10:08:e9 (00:50:f9:10:08:e9), Dst: Advansus_02:72:cb (00:19:0F:02:72:cb)
Internet Protocol Version 4, Src: 192.168.102.98 (192.168.102.98), Dst: 192.168.100.87 (192.168.100.87)
Transmission Control Protocol, Src Port: mit-ml-dev (85), Dst Port: 1028 (1028), Seq: 7301, Ack: 1, Len: 1460
source port: mit-ml-dev (85)
Destination port: 1028 (1028)
[stream index: 0]

Sequence number: 7301 (relative sequence number)
[Next sequence number: 8761 (relative sequence number)]
Acknowledgement number: 1 (relative ack number)

Header length: 20 bytes

Flags: 0x10 (ACK)

window size value: 6432

fcalcilated window size: 64321
0000 00 19 Of 02 72 cb 00 50 9 10 08 e9 08 00 45 00
0010 05 dc Of 1f 40 00 40 06 d9 f2 cO a8 66 62 cO a8

© File: "C\Users\troywideman\Docu... | Packets: 7752 Displayed: 19 Marked: 0 Load time: 0:00.315 Profile: Default

This example shows all the lost segments within the capture so that you can identify the frame number to focus on. There are other
helpful filters you can experiment with.
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Additional helpful filters:

e xml: allows you see each SOAP call in a Wireshark trace.
o eth.addr == ff:ff.ff:ff.ff:ff: looks for broadcast messages.

e udp: on ONVIF cameras, finds the ws-discovery response from the camera during a network scan.

o ip.src_host == XXX.XXX.XXX.XXX: filters on a specific IP address.

Information about more filters is available at: http://wiki.wireshark.org/CaptureFilters

If you need to know information about how the camera is connecting to the server, start the capture on the desired camera and
connect to the camera in exacqVision Client. After the connection is successful in the client, stop the capture. Then type in

Using Wireshark to Obtain ONVIF RTSP Stream Information

tcp.stream eq XX (where XX equals the TCP stream of interest). A window similar to this should be displayed:

[ rollow TCP Stream - . - - - C=E X

Stream Content

POST /onvif/device_service HTTP/1.1 -
Host: 192.168.102.98 B
User-Agent: gSOAP/2.7

Content-Type: application/soap+xml; charset=utf-8
Content-Length: 2556

Connection: close

SOAPAction: "http://www.onvif.org/verl0/device/wsdl/
SetSystemDateAndTime"

i

<?xml version="1.0" encoding="UTF-8"7>

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://www.w3.0rg/2003/05/s0ap-
envelope"” xmlns:SOAP-ENC="http://www.w3.0rg/2003/05/soap-encoding"
xmlns :xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmns :xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:wsa5="http://
www.w3.0rg/2005/08/addressing" xmlins:wsa="http://schemas.xmlsoap.org/
ws/2004/08/addressing" xmlns:cl4n="http://www.w3.0rg/2001/10/xml-exc-
cl4n#" xmlns :wsu="http: //docs oasis-open. org/w55/2004/01/
0asis-200401-wss-wssecurity-utility-1.0. xsd xmlns :ds="http://

www. w3.0rg/2000/09/xm1dsig#" xmlns:wsse="http://docs.oasis-open.org/
ws5/2004/01/0asi5-200401-wss-wssecurity-secext-1.0.xsd"

xmlns :wsrfr="http://docs. oasis-open.org/wsrf/r-2" xm1ns.xop_"http.//
www.wS.0rg/2004/08/x0p/1nc1ude" xmlns :xmime="http://tempuri.org/
xmime.xsd" xmIns:tt="httn://www._onvif. ora/verin/schema™

Entire conversation (4461 bytes) E

) ASCI 7) EBCDIC “) Hex Dump 21 C Arrays @ Raw

l Filter Out This Stream l [ Close l

This will allow you to find out about the ONVIF stream with the camera. You can also find the address of the RTSP stream if the

camera supports RTSP:

[ Follow TCP Stream S RS -E'AM

Stream Content

1deo? a
dec=H264&Width=720&Height=480&Ratecontrol=CBR&Bitrate=450000&Fps=
H -

CSeq: 1

User-Agent: e (LIVESSS Streaming Media v2010.07.13)
x-sessioncookie: c88b3ale5e30c4fab66318f

Accept: application/x-rtsp-tunnelled

Pragma: no-cache

Cache-Control: no-cache

HTTP/1.0 200 OK

Date: Tue Nov 8 19:32:25 2011 GMT
Cache-Control: no-store

Pragma: no-cache

Content-Type: application/x-rtsp-tunnelled
Content-Length: 0

RTSP/1.0 200 OK

Server: AD-RTSP-Server

CSeq: 2

Date: Tue, 08 Nov 2011 19:32:26 GMT

User-Agent: e (LIVE555 Streaming Media v2010.07.13)
Public: OPTTONS. DFSCRTRF. SFTUP. TFARDOWN. Pl AY. PAUSF.

Entire conversation (604564 bytes)

Eind Save As ‘ Print ASCIl EBCDIC Hex Dump C Arrays 9 Raw
ﬂelpﬁ Filter Out This Stream ‘ Close i

K
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http://wiki.wireshark.org/CaptureFilters

Using Wireshark to Export ATM/POS Data

When you are looking at a .pcap file from an ATM or POS transaction, the data can be extracted for use with a program called netcat
to play back the information and find appropriate SOT and EOT and filters.

—
[ atmpcap [Wireshark 162 (SVN Rev 38931 from /trunk-1.6)] [=] = [
I[ File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

DWOAN EEXSE I ACODTE QaQaf #EM% B

Filter: | ip.src_host == 1201126 [] Bxpression... clear Apply
No. Time Source Destination Protocol Length Info
800 06:13:45.070536 129.1.1.26 10.12.168. 240 TCP 60 avt-profile-2 [AcK] Seq=1 Ack=2 win=61440 Len=0

n

2801 06:14:06.370861 129.1.1.26 10.12.168.240 60 avt-profile-2 [ACK] seq=1 Ack=455 win=61440 Len=0
2953 06:14:07.121046 129.1.1.26 10.12.168.240 439 avt-profile-2 [PSH, ACK] Segq=1 Ack=455 win=61440 Len=385 ‘

3967 06:14:18.351048 129.1.1.26 10.12.168.240 60 avt-profile-2 [ACK] Seq=386 Ack=513 wWin=61440 Len=0

7855 06:14:57.751738 = % 60 avt-profile-2 [ACK] Seq=386 Ack=966 Win=61440 Len=0
7913 06:14:58.390793 . . . 223 avt-profile-2 [PSH, ACK] Seq=386 Ack=966 Win=61440 Len=169
8327 06:15:02.170798 . . 60 avt-profile-2 [ACK] Seq=555 Ack=1024 win=61440 Len=0

e e =
@ Frame 2953: 439 bytes on wire (3512 bits), 439 bytes captured (3512 bits)

® Ethernet II, src: cc:ef:48:b2:de:01 (cc:ef:48:b2:de:01), Dst: IpoxTech 17:94:40 (00:1a:d4:17:94:40)

® Internet Protocol version 4, src: 129.1.1.26 (129.1.1.26), Dst: 10.12.168.240 (10.12.168.240) b |
@ Transmission Control Protocol, src Port: avt-profile-2 (5005), Dst Port: 5001 (5001), Seq: 1, Ack: 455, Len: 385 3

= Data (385 bytes)

Data: 01/f341c3030301c1C3037 3 uumummprm—

I annrh: 2251 panciatbtiees |
0030 0 00 09 5b 00 00 [ [ pendal §.. 4.000..0 %
[L7IRN7 37 1c ic 38 32 38 39 Collapse All 1289 5077075.

CELQM:7 4c 31 2¢ 33 33 37 2e 137, 58 .<01.

DLTIE34 31 39 2f 30 34 2f 31 Apply as Column 1a/1 2 18:1

0070 (9 00110420

0080 Apply as Filter [l 6AL ANCE 1nOf

0090 - .4C ARD NUM

0020 Prefrace 2 Eiter 241 a1, ...

00b0 Colorize with Filter .. 1..2.2.¢

J0c0. Follow TCP Stream ERQ LR LA

00:0 Follow UDP Stream IE.4 TXN.4ATM|

00f0 v SSL Strea, )/04 /12.318:|

0100 Follow SSL Stream 489 ./30011

0110 = BALANCE £|

0120 Copy &l Rv. ..4caro |

0130 Export Selected Packet Bytes.. [R.3 434141. .

0140 120 .3...4A\

0150 @ Wiki Protocol Page LE_ BAL QAR.

0160 : i7h) B e

0170 @ Filter Field Reference K v ou. . <For}

0180 4 WITH Us}

0190 ErotcolHice AN 10A7DOFA

[(DEURNS1 32 35 45 44 42 42 38 Protocol Preferences [ 568 66430308]

(GUYM41 30 32 33 30 33 30 0 3
3} Decode As... -

©| Data (data.data), 385 bytes @ Disable Protocol ad time: 0:00.440 Profile: Default |

e E

In this example, you could right-click on the data and choose Export Selected Packet Bytes. In the save dialog box, enter the
filename name.bin. This file can then be used in netcat to play back the transaction.

Additional Information

e Using Wireshark, look at the length of each message. If the length exceeds the MTU of the system plus 24 bytes of header
information, fragmention is highly likely.

e Select View, Time Display Format, and Time of Day to see the time when the cap file was taken determine when things in
the .pcap file occurred.

e To avoid installing Wireshark on the local computer, you can run it from a flash drive or other storage media.

e  Wireshark is capable of extensive troubleshooting of networking problems. For more information, visit
http://www.wireshark.org/.
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