Johnson //))X('

Controls

KT-1 Cloud User Guide

KT-1 Firmware Version 3.06.09
Spec Revision 1.05 - June 30, 2022

Note: This document is the private property of Tyco
safety products Canada. It contains confidential
information and is not to be copied or distributed.

1
KTCV3.6.22



0T = T o S 4

T [ 1T =T 0 1= o 4
Controller Firmware update........... ..o e 4
Prepare controller for Cloud MOde ..........couuuiiiiiiiiii e 6
Set controller to Cloud MOGE.............uuuiuiiiiiiiiiiiiiiiiiei bbb eeeeeeeeeeeees 8
Add controller in ClOUAVUE ............oooiiiiei e 10
2.0—0PeratioN... ..o 12
VWS ..ttt e e oottt e e e e e e e e e tee e e e e e eeeeeannnn e e e e eeeeeeennnnnn s 12
19T o S 13
Inputs (4 onboard per KT-1 controller)............ 14
Relays (2 form C per KT-1 CONroOllEr) ..........uuuiieiiiiiiiiiiiiiiiiiiieeieieeeeeeeeee e 15
=T | £ PP 16
=0 IV AT PSP 17
o701 o | PSPPI 18
1= 111V 1< SR 18
7= 1T = | 18
PreferenCes ... .o 19
oY= 11T o < 20
DTSV o = SRS 21
VIBWS ..ottt e ettt e e e e et e s 23
A Ted 0 T=T0 1] [ PP 25
L (0] 1T = V£ SRR 27
A CHIONS ..ttt e e 29
=T 0 0] o1 =1 (=TS PR 31
(07 (= To [T o (=L 32
10 o1 ] ] o] o < 35
RS T= 1] e 13PTSR PPPPPPPP 36
1= L] e PP PP 36
GENEIAL ... 36
I [=1 41 o G 37
AQVANCEA ... et 37
e (o] o < o T PP 38

2

KTCV3.6.22



19T T S 40

0T 0 U 42
Y = Y SR 43
RelaY EVENTS ..o e e 44

YT LR Y7 o = PP 45

L LT TP 47

N = o £ PP 49

B 1 o 51
4.0-TroublesShooting ... 52
5.0—ReVISIiON HIStOrY ... et e e eeeeees 53

3

KTCV3.6.22



1.0-Setup

Requirements

e The controller’s firmware must be on V3.06.09 or higher.

e The controller must be connected to a network with Internet Access.

Controller Firmware update

To be able to utilize the controller you will need to ensure that the controller’'s firmware is
up to date with the latest version of V3.06.09. In order to upgrade the controller to the
latest firmware you will need to update it by each version seen below.

Note: If the controller is already at the latest firmware version of 3.06.09, process to
preparing the controller for Cloud mode on page 6.

e Below 2.09.02 update to 2.09.02
e Between 2.09.02 and 3.06.09 update to 3.06.09

e If the controller is at 3.06.09 or higher, then the controller is ready for Cloudvue
mode.

If the device has not been configured to Cloudvue yet and does not have the latest
firmware update, you will need to configure standalone usage to update the firmware.
Below is a quick step by step process to ensure you have updated the controller to the
latest firmware.

1. Open the web browser to access the controller set up. The controller can be
accessed via the IPv4 address or by entering KT followed by the last 6 characters
of the MAC address broken up by characters and followed by a forward slash at
the end.

a. KT-XX-XX-XX followed by a slash (/), %
where XX-XX-XX is the last six characters
of the Controller's MAC address.

Or
b. The Controller's IPv4 address.

Note: The MAC address can be found on the label
on the front of the KT-1 controller’'s main board.

O\ kt-xx-xx-xx/

Q_ 123.123.123.123

2. The screen will display the hardware, firmware,
MAC address and serial number. The device will have to be configured in
Standalone mode in order to update to the latest firmware.
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KTn English Francais Espaiiol Italiano

Information

Hardware
Firmware
MAC address

Serial

This device can be used in either standalone mode or Cloudvue or with full software capability (Kantech EntraPass)

[ Standalone ] EntraPass Cloudvue
—
3. Complete the following activation steps to enable Standalone mode.

4. Once activated you will need to create login credentials for the installer and
operator account.

Note: To obtain an activation code from the Kantech website click on the support tab.
From there you will need to click on Kantech registration > KT Standalone registration >
Select register. The grayed-out registration section will then populate with a registration
code for you to use.

Login credentials

Username Password Confirm password
Instailer V 7 V V
Operator V F V

At least 7 characters At least 8 characters including a lowercase and an uppercase lefter, a number and a special character

Session timeout

Vs

5. Enter the door name so you continue with the firmware update. Only the required
fields are necessary. When you are done click Save.

Note: After configuring the date and time, you will be prompted to configure the card
format. This will be reset to default again after updating the Firmware.

The browser will prompt you to save a config file that you can save or discard.
1. Login with the installer credentials using the button in the top corner.

Note: Log in with the previously configured Installer credentials. Logging in with
the previously configured operator credentials will not allow you to update the
Firmware.
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2. Once logged in click the Admin icon {S from the menu bar. Click the Update
controller button in the Firmware section. Then select to open the .KCE
Firmware file.

Note: the Firmware file can be downloaded from the Kantech website under:
Support > Software downloads > Door controllers and readers > KT-1.

Firmware

The update process takes some time. The browser will indicate that the device is
updating and will refresh when done. It is possible that the update will appear to hang at
89%, should this occur, you can manually refresh the browser.

When the device successfully updates it will return you the login page. You must update
the v2.09 firmware before you can update to v3.06.09, which may require updating the
firmware twice.

Prepare controller for Cloud mode

To place the controller in cloud mode and allow access to the Cloudvue Security Suite,
you will first need to reset the controller to the Factory Default DHCP settings.

1. To reset it, remove the front cover of the KT-1. The reset button is on the bottom
right-side along with a legend detailing the reset options.

2. Press and hold the reset button for three seconds. You will hear five beeps
confirming the action.

3. Press the reset button three times.
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4. Then press and hold the button for three seconds. You will hear five additional beeps
confirming. The controller should go blank for several seconds as it resets and power
cycles. When it comes back up the LED should flash yellow continuously to confirm
the controller is now in the Factory Default DHCP state.

Note: Take care not to look directly at the LED unshielded, as damage to eyes may
occur.
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Set controller to Cloud mode

Once the controller has been reset to the Factory Default DHCP setting, you will need to
reboot it into cloud mode. Navigate to the KT-1’s web interface. You can use one of the
below methods to arrive at the web interface:

1. Open your web browser and enter one of the following two options into the URL bar:

o KT-XX-XX-XX followed by a slash (/), where X
XX-XX-XX is the last six characters of the
Controller's MAC address.

Or
o The Controller’s IPv4 address.

Note: The MAC address can be found on the label on
the front of the KT-1 controller’'s main board.

O\ kt-xox-xx-xx/

Q. 123.123.123.123

2. Once the registration page loads, select a language.

o The default is English.
3. Click Cloudvue.

KT“ Francais Espariol Italiano

Information

Hardware
Firmware
MAC address

Serial

This device can be used in either standalone mode or Cloudvue or with full software capability (Kantech EntraPass)

Standalone EntraPass l Cloudvue l

4. Enter the Cloudvue Partner and Cloudvue Account Name into the fields, noting
they are case sensitive.

5. Select the Cloudvue Data Center from the drop-down menu.
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o This information is provided by your Cloudvue administrator.

Cloudvue Registration

Cloudvue Partner V

Cloudvue Account Name F

Cloudvue Data Center North America

Note: If you need assistance with your partner / account names please contact your

Cloudvue Dealer or Tech Support.

6. If you have entered any information incorrectly, an error message will appear across
the top of the screen, and the controller will not reboot.

Invalid Partner Code.

7. When the information entered is valid, a success banner will appear across the top of
the screen, and the controller will reboot in Cloud mode.

Cloudvue registration successful.

8. The vital LED will make three short blue pulses, and the L2 LED should be visible,
showing the controller has initialized.

Note: If the browser is continuously showing 89%, the controller may still reboot
correctly. If the vital LED is showing the correct pulsing and the L2 Lock is lit up, the

controller is set up correctly.
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Add controller in Cloudvue

The next step will be to add the configured KT-1 controller into the Cloudvue Security
Suite.

1. Login to Cloudvue. (www.cloudvue.com/login)

2. Select the Account @ icon from the right navigation menu.

3. Select the Devices tab, click on ADD NEW DEVICE, and then select Add
Access Control Device from the list.

My Account

SETTINGS LOCATIONS DEVICES VIEWS SCHEDULES SUBSCRIPTIONS

Add Cloud Gateway
Device Name Device
Add Cloud Camera
Add Mobile Access Device

Add Access Control Device

4. Enter the controller’s information:
o Controller Name—an alias that is used to identify the controller.
o MAC Address—entered without hyphens (-) or colons (:).
o Serial Number
o Location—select an established location or enter a new one.

= A new location can be added at: Account > Location > add location
(see pg. 16, step 1).

= The coordinates will automatically generate based on the location
selected and will populate the map view.

Controller Name
Mac Address

Serial Number

Location

Coordinates Latitude: Longitude:
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Note: The location defines the controller’s time zone. If not saved correctly, it will affect
all controllers associated with it.

5. Click SAVE. The controller will appear listed under your account devices if saved
correctly.
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2.0—Operation

Views

Selecting the Live Uicon from the navigation on the right allows you to view the
connected controllers as a graphical icon, as well as recent actions for the controller.

Controller

05/03/20211556:25 CDT

' CONTROLLER FAILSOFT
MODE OFF

Controller [OFFLINE]

DOOR 1 - EXIT 05/03/2021 155616 CDT
DOOR LOCK STATUS

RESTORED

Controlier [OFFLINE]

DOOR1 05/03/2021 15:56:16 CDT
DOOR LOCK STATUS
RESTORED

Controller [OFFLINE]

| CONTROLLERTAMPERIN  ©5/03/2021155623 CDT

ALARM

e If your view does not default to the controller, or you have multiple devices
available, you can select the VIEWS tab from the left of the screen, and then

Cloudvue Demo
CUSTOM VIEWS

LOCATIONS

VIDEO DEVICES

ACCESS DEVICES

Controller

ACCESS DEVICES from the flyout, and click on the name of the controller you
would like to view.
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On the left, you will see the door, related inputs and relays, represented by graphical
icons. Doors, inputs, and relays will have different options available.

On the right, you will find a history of recent events that have occurred, along with time
stamps and a search bar.

Doors

Figure 1: Door Status Icon

|! Door One Time Access | Unlocks the door for a single use, staying

unlocked for the time allowed by the unlock time
of the door.

Q Door Temporary Unlock | Unlocks the door for a specified period allowing

multiple uses of the door within the time allowed
by the unlock time of the door.

@ Door Unlock Unlocks the door remotely.

& Door Lock Locks the door remotely.

OB Door Return to Schedule | Returns the door to the previously defined unlock
schedule

Table 1: Door Functions

Note: The Door Unlock/Lock items are permanent until the return to schedule is selected.
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Inputs (4 onboard per KT-1 controller)

| dcon [Tite ~ [Funcion |
O

Input No Supervision
Temporarily (Shunt)

Figure 2: Input Status Icon

Will stop input monitoring for a pre-set period.

& Input No Supervision Stops current input monitoring and starts
(Shunt) monitoring with the next pre-defined schedule.

v Input Continuous Monitors selected input at all times.
Supervision

o Back to Schedule Returns input to previously defined schedule.

Table 2: Input Functions
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Relays (2 form C per KT-1 controller)

Figure 3: Relay Status Icon

Temporary Activate Temporarily activates relay or group of relays
Relay for a preset delay.

> Activate Relay Activates previously deactivated relay.

v Deactivate Relay Deactivates previously activated relay.

s Return to Schedule Relay | Returns relay to previously defined schedule.

Table 3: Relay Functions
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Events

Events

Controller

05/16/2021 12:42:48 CDT

DOOR 1 - EXIT
DOOR LOCK STATUS RESTORED

Controller

CONTROLLER READER POWER U O raZal Gl
RESTORED

Figure 4: Controller Events Display

Events that occur will display, showing whether they occurred with the door, an input, or
a relay, and a timestamp.

e It will list details regarding the event below the action that occurred. Sometimes,

the text will display underlined showing you can hover over it to see additional
details.

e The search bar can look for specific events that have occurred. You can search
on specific keywords (e.g., alarm) partial keywords (e.g., ala ), for a device (e.g.,
Controller), or even dates (e.g., 05/03).

e Clicking the cloud @ icon by the search bar will allow you to download the event
data. You are able select a date range and download the data in either a CSV or
PDF file.

Range Selection

05/11/2021

05/18/2021

CANCEL DOWNLOAD DATA

Figure 5: Events Range Date Selection
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Map View
Map View can help quickly determine the health of the devices at each site. To access it,
select the Map View & icon from the navigation pane on the right.

The map is provided by Google maps and is available with three views: Map, Satellite,
and Night Mode. The default selection will be Night Mode.

Map  Satellite  Night Mode

Figure 6: KT-1 Controller Map Location

e [f Street View is available in the area you are viewing, you can drag Pegman onto
the map to use Street View as well.

Figure 7: KT-1 Street view

Icon

Function

Shows devices all are operating normally.

Shows one or more devices is not functioning properly.

Shows a device has lost contact with the cloud.

Table 4: KT-1 Controller Operation Status & Location
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Account

When you select the Account @ icon from the navigation pane, the system will default to
the previous tab in the account section. Accounts can have multiple C2C cameras,
Gateways, access control controllers (KT-1) or panel-less ioSmart readers assigned to
them.

Settings

The Settings tab contains two sections: on the left will be the General settings, and on
the right will be the Preferences.

General

The General settings will contain information specific to the account, however you cannot
change any of this information.

GENERAL
Account Name Cloudvue Demo
Operations Management
8887544543
5211 Linbar Drive, Suite 508
Nashville

State/Province

Zip Code

Country Mexico

Time Zone

Figure 8: General Account Settings
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Preferences

The Preferences will contain three sections of information that you can manage. The first
section allows you to determine the date and time format. If you would prefer to change
the way the date or time displays, use the drop-down menus to choose a different
display method.

PREFERENCES

Date Format MM/DD/YYYY

Time Format 24-hour

Figure 9: Date & Time Format

The second section provides details regarding how many access seats you have
allocated to this account and whether they are mobile or smartKey credentials. You will
also see how many are in-use, available, and the total number. You can change the

Mobile Access * Pre-Subscription Startup Seats

Mobile Credentials User

Used: 6 Available: Total: 0
Seats * 124 =

Mobile Smart Key User Seats Used: 14 Available: 96 Total: 110

Mobile Access ID Display

HHHH:DDDDD (Hex and Dec 32-bit)
Format

Figure 10: Mobile Access Credential Preferences

format of the Mobile Access ID Display between Hex and Dec 32-bit or Dec 32-bit by
selecting either option from the drop-down menu.

The last section shows the number of Managed Access Door Seats available, but you
cannot change it. There are two Card Access ID Display Formats available which you
can change by using the drop-down menus available, as well as a Card PIN option.

Managed Access Door Seats Used. 4 Available 6 Totak 10

Card Access ID 1 Display

HHHH:HHHH (Hexadecimal 32 bits)
Format ! 32t

Card Access ID 2 Display

Format HHHH:HHHH (Hexadecimal 32 bits)

Card PIN [l PN Duplication

Figure 11: Managed Access Door Seats
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Locations

The Locations tab will allow you to see all the locations that exist within the account
system as well as create additional locations.

1. To add a new location, click ADD LOCATION.

SETTINGS LOCATIONS DEVICES VIEWS SCHEDULES HOLIDAYS ACTIONS TEMPLATES CREDENTIALS SUBSCRIPTIONS

© oot

2. On the next screen, provide an easily identifiable name for the Location Name,
and enter the location’s details. The coordinates automatically generate for use
within the Map View.

GENERAL

Location Name

Contact

State/Province

Zip code

Country Mexico

Time Zone

Coordinates
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3. Click SAVE.

Locations are also searchable, by using the search at the top. By default, all locations
are visible with the number of locations listed to the right of the search field.

© oniccarn

You can enter a keyword to search, and search results will populate as you type and
narrow results. The results will include the name of the location, city, state, contact
name, phone number, and total number of devices.

e |If the location needs to be changed, click the Edit ¢/ icon associated with the
® AoD LocaTon W

Location Name City State

Contact Name Phone number . Devices - Edit Delete
Cloudvue Nashville Nashville

Tennessee 18 ‘/’

location to change the details.

Devices

The Devices tab will display all devices that are associated with the account along with
status indicators.

(P ADD NEW DEVICE (4) (3 ONLINE {0) ATTENTION (1) OFFLINE (0} DISABLED

Device Device Name Device ID Location Delete

Cloud Camera 1TB Bullet

Cloudvue Demo 1 Cloudvue Nashville

Cloudvue Demeo 2 Cloudvue Nashville

Controller

Cloudvue Nashville

1. To add a new device, click ADD NEW DEVICE.

SETTINGS LOCATIONS DEVICES VIEWS SCHEDULES HOLIDAYS ACTIONS TEMPLATES CREDENTIALS SUBSCRIPTIONS

@ ADD NEW DEVICE (4) (3) ONLINE (0) ATTENTION (1) OFFLINE (o) DISABLED
2. Select Add Access Control Device from the list.

) ADD NEW DEVICE l

Add Cloud Gateway
Add Cloud Camera

Add Mobile Access Device

Add Access Control Device
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3. Enter the controller’s information:
a. Controller Name—an alias that is used to identify the controller.
b. MAC Address—entered without hyphens (-) or colons (:).
c. Serial Number

Note: Both the MAC and Serial number can be found on the sticker located
on the front of the KT-1 mother board.

d. Location—select an established location or enter a new one. (account >
Location)

i. The coordinates will automatically generate based on the location
selected and will populate the map view.

Controller Name

Mac Address

Serial Number

Location

Coordinates Latitude: Longitude:

Note: The location defines the controller’s time zone. If not saved correctly, it will affect
all controllers associated with it.

4. Click SAVE. The controller will display under your account devices if saved
correctly.

Devices are also searchable, by using the search at the top. By default, all devices are
visible with the number of devices listed to the right of the search field.

© oorcu oo

You can enter a keyword to search, and search results will populate as you type and
narrow results. The results will include the name of the device, the device ID, and the
location.

) ADD NEW DEVICE 2 con [N ) ONLINE (0) ATTENTION {0) OFFLINE (0) DISABLED

Device Device Name Device ID Location Edit Delete

Controller Cloudvue Nashville

e |If the device needs to be changed, click the Edit ¢/ icon associated with the
device to change the details.
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Views

The Views tab will allow you to establish a custom layout containing a configurable
assortment of C2C cameras, gateway cameras, or access devices (its associated doors,
inputs or relays). This may be especially helpful if you have devices from multiple
locations.

1. To create a new View, click ADD NEW VIEW.

SETTINGS LOCATIONS DEVICES VIEWS SCHEDULES HOLIDAYS ACTIONS TEMPLATES CREDENTIALS SUBSCRIPTIONS

2. On the next screen, provide the new view with an easily identifiable name. It may
be helpful to add the location into the name, such as MyStore_FI or MyStore_Tx.

MyStore_FL

3. Add any available cameras, doors, inputs, or relays by clicking the plus (+) next to
the device.

AVAILABLE CAMERAS

Cloudvue Demo 1
Cloudvue Demo 2

Cloud Camera 1TB Bullet

AVAILABLE DOORS

DOORS

Door 1

AVAILABLE INPUTS

INPUTS

AVAILABLE RELAYS

RELAYS
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4. Assigned devices will display on the right of the screen to confirm.
5. Click USERS to add additional users who may access the view.

&) USERS (©) SAVE (X) CANCEL

6. Select any users by checking the box in corresponding row, or search for a user.

ASSIGN USERS
P vicky
First Name Last Name Email

Vicky Kulig victoria kulig@jci.com

7. Click SAVE to be returned to the edit View screen, and click SAVE again.

Views are also searchable, by using the search at the top. By default, all views are
visible with the number of views listed to the right of the search field.

You can enter a keyword to search, and search results will populate as you type and

ASSIGNED DOORS

Door 1

ViewName Users Cameras Readers Doors Inputs Relays Edit Delete

MyStore_FL 1 0 0 1 0 0

narrow results. The results will include the name of the view, number of users, cameras,
readers, doors, inputs, and relays.

e If the view needs to be changed, click the Edit / icon associated with the view to
change the details.
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Schedules

In the Schedules tab, you will define the schedules used by various devices. Schedules
are defined segments of time when the doors are unlocked and not requiring individual
credentials to unlock the door. They can be applied to doors in the Devices > Doors>
unlock schedule section.

1. To add a schedule, click ADD SCHEDULE.

SETTINGS LOCATIONS DEVICES VIEWS SCHEDULES HOLIDAYS ACTIONS TEMPLATES CREDENTIALS SUBSCRIPTIONS

2. From the menu, select the type of schedule you are creating. The process for
each schedule is the same; the only difference will be the type.

(® ADD SCHEDULE

Add Access Schedule

Add Alert Schedule
3. Enter an easily identifiable schedule name. You cannot change the schedule type.

4. Next, enter the time for the schedule.

SCHEDULE
Schedule Name

Schedule Type Access

o [f the schedule will run for 24 hours, check the box. If you select this option,
you cannot enter a start or end time.

e If you do not intend the schedule to run for 24 hours, you will need to enter
a start and end time. For example, you may choose to set the schedule to
run during your business’s non-operational hours, from 6:00 PM to 7:59
AM.

Time 24hrs Start End

Interval 1 L @ 0759 ®
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5. After entering the time, select the days of the week this schedule will be in effect.
For example, you may need this schedule to run on business days, from Monday
to Friday.

SUN MON TUE WED THU FRI SAT

e If you also wanted to include Saturday and Sunday with different hours,
you may choose to add a second interval by clicking ADD INTERVAL.

Time 24hrs Start End SUN MON TUE WED THU

Interval 2 o

(®) ADD INTERVAL

6. If holidays need to be observed, you can check the options for H1-H4 to use one
of the pre-defined holiday options. See the section on holidays for information on
how to establish them.

7. Click SAVE.

Schedules are also searchable, by using the search at the top. By default, all schedules
are visible with the total number of schedules listed to the right of the search field.

You can enter a keyword to search, and search results will populate as you type and
narrow results. The results will include the name of the schedule, the type, the days of
the week scheduled, the number of intervals, the times affected, and how many
associations it has.

Schedule Name Type Days Intervals Start Range End Range Associations Edit Delete

24 Hours All Week Alert FRI, MON, SAT, SUN, THU, TUE, WED 1 00:00 V4

Access 24/7 Access SUN, MON, TUE, WED, THU, FRI, SAT 1 00:00 : Vi

e |If the schedule needs to be changed, click the Edit ¢/ icon associated with the
schedule to change the details.

26
KTCV3.6.22



Holidays

The Holidays tab can establish preset holiday hours for up to four holidays and change
an existing schedule during certain dates leaving them locked and may affect all, or
specific locations.

1. To create a new holiday, click ADD HOLIDAY.

SETTINGS LOCATIONS DEVICES VIEWS SCHEDULES HOLIDAYS ACTIONS TEMPLATES CREDENTIALS SUBSCRIPTIONS

2. On the next screen, enter the details for the holiday beginning with an easily
identifiable name.

HOLIDAY

3. Select the type of holiday you would like to apply from the drop-down menu and
show if the event will be recurring.

4. Next, select the start and end dates that this holiday will affect. Holidays will
continue throughout the duration selected, whether it is one day or several.

Start Date 05/31/2021 i }

End Date 05/31/2021 i
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5. In Observance, specify if the holiday will affect all locations or only specific ones

Observance @ All Locations

O Specific Locations

If you selected All Locations, the Locations to the right will state ‘All
Locations’ and not have any options to remove.
LOCATIONS
Assigned Locations

ALL LOCATIONS

e If you selected Specific Locations, the Locations to the right will list all

locations available, and you can assign individual locations by clicking the
plus (+).

LOCATIONS

Assigned Locations

Cloudvue Nashville ( 5211 Linbar
Drive,Nashville, Tennessee)

(¥ ASSIGN LOCATIONS

Annapolis Facility ( 130 Summer Road.Annapolis,MD)

@
6. Click SAVE.

Note: The Associations at the bottom displays schedules affected by the current holiday
setup.

ASSOCIATIONS

SCHEDULES (1)

Name

Access 24/7
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Holidays are also searchable, by using the search at the top. By default, all holidays are
visible with the total number of holidays listed to the right of the search field.

You can enter a keyword to search, and search results will populate as you type and
narrow results. The results will include the name of the holiday, type, start and end
dates, the number of days covered, whether it covers all locations or a specific one, and
the number of associated schedules.

Name Type Start Date End Date Location Associations Edit Delete

Memorial Day Hi 05/31/2021 05/31/2021 Specific 1 V4 S

¢ [f the holiday needs to be changed, click the Edit ¢/ icon associated with the
holiday to change the details.

Actions

The action tab will allow you to schedule a specific action on a door controller such as
activating or deactivation a relay, or temporarily unlocking a door among other options.

1. To create a new action, click ADD ACTION.

SETTINGS LOCATIONS DEVICES VIEWS SCHEDULES HOLIDAYS ACTIONS TEMPLATES CREDENTIALS SUBSCRIPTIONS

2. On the next screen, provide the details for the action, including an easily
identifiable name, date, and time.

e Enter the time as HH:MM:SS.

ACTIONS
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3. Select if the action is a recurring action and specify the frequency.

4. Next, select the action that will occur.

Activate relay

Activate relay
Deactivate relay

Lock door

Toggle door

Temporary activate relay
Temporary unlock door
Toggle relay

Unlock door

Request to arm granted

5. Select the components to associate with this action.
COMPONENTS
Device Name

+ Relaya

Relay 2

6. Click SAVE.

Actions are also searchable, by using the search at the top. By default, all actions are
visible with the total number of actions listed to the right of the search field.

() ADD ACTION

You can enter a keyword to search, and search results will populate as you type and
narrow results. The results will include the name of the action, the date, if it is recurring,
and how many remaining recurrences there are.

Name Date Recurrence Count remaining Delete

Activate Relay 05/31/2021 1

e |If the action needs to be changed, click the Edit ¢/ icon associated with the
action to change the details.
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Templates

The Templates tab allows you to establish or configure a predetermined set of user
profiles for new users, thus saving time during the account creation. By creating a new
custom template then assigning the user to that template you can limit or grant access to
specific doors or specific times or days.

1. To create a new template, click ADD TEMPLATE and then select Add Access
Template.

SETTINGS LOCATIONS DEVICES VIEWS SCHEDULES HOLIDAYS ACTIONS TEMPLATES CREDENTIALS SUBSCRIPTIONS

Add Access Template

2. On the next screen, enter an easily identifiable name for the template that
matches the role of the user.

TEMPLATE

Template Name

3. Select the access for the role by selecting a schedule from the drop-down menus
and then click the plus (+).

AVAILABLE ACCESS

- (/Q

E] Door 1 Business Hours

{1 Door1-Exit

4. After assigning access, it will appear on the right under the Assigned Access
section.

ASSIGNED ACCESS

p Schedule Remove

D Door 1 Business Hours

5. Click SAVE.
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Templates are also searchable, by using the search at the top. By default, all templates
are visible with the total number of templates listed to the right of the search field.

© rorowe

You can enter a keyword to search, and search results will populate as you type and
narrow results. The results will include the name of the template, the type, and the
number of associations.

© rorewse

Template Type Associations Edit Delete

Contractor Access 2

Employee Access

Maintenance Access

Visitor Access

e |If the template needs to be changed, click the Edit ¢/ icon associated with the
template to change the details.

Credentials
The credentials tab is where new access control credentials can be added, deleted, or

edited. You can assign individual credentials to specific doors or schedules and set the
type of credentials between mobile credential users or mobile smart key users.

1. To add a new credential, click ADD CREDENTIAL.

SETTINGS LOCATIONS DEVICES VIEWS SCHEDULES HOLIDAYS ACTIONS TEMPLATES CREDENTIALS SUBSCRIPTIONS

2. On the next screen, beginning with the Credential tab, enter the users First and
Last name, and select a Primary Location from the drop-down menu.

Credential Options

Last Name Sattler

Primary Location Cloudvue Nashville (5211 Linbar Drive Nashville Tennessee United States) v

32
KTCV3.6.22



3. If the user should have access by use of their smart phone, check the box for
Mobile Credential User and Mobile Smart Key User.

Mobile Access + Mobile Credential User + Mobile Smart Key User

Mobile Phone United States v

Mobile Phone #

Mobile Access ID HHHH:DDDDD

e Mobile credentials are used for mobile devices unlocking ioSmart readers
on a KT-1 panel, Mobile Smart Key Users are used for mobile devices
unlocking panel-less ioSmart readers or other panel-less Smart devices.

e |If you select these options, enter the country for the user’s location. You
must enter required fields, such as the mobile phone number and email
address. You can not change the auto-generated Mobile Access ID.

4. Next, select the date the credentials should become active for the user, and the
date they should expire.

Activation Date 05/19/20214| B
Expiration Date —I i C)

5. In the Options tab, you may configure two additional access options such as a
physical card or key fob.

Card Access ID 1 HHHH:HHHH Valid

e To add an additional Access Id, enter the id number in the field for either
Card Access ID 1 or 2.

e Use the drop-down menu to the right to show the status of the ID. Options
are Valid, Invalid, or Lost/Stolen.

6. If you would like to provide users the option of entering a PIN on a keypad, enter
the Security PIN in the field.

Security PIN [l PN Required
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7. If the user should have Extended Unlock, Multiswipe, or Trace options, check the
box for each option.

Access « Extended Unlock

+ Multiswipe

« Trace

Access Function

Extended Extends the amount of time the door remains unlocked after
Unlock activating it to unlock. This is configured in the settings > settings
> doors > Ext. unlock time.

Multi-swipe | Allows for a configurable action when a key card is swiped either
two or three times (not used with mobile credentials). This can be
configured in settings > settings > Multiswipe.

Trace Allows a specific credential user to be tracked through the system
as they activate doors with their access privileges. This is the only
configurable setting.

Table 5: Access Types

8. In the Access tab, you can select a pre-defined template of access to assign to a
user, or you can customize the access per user.

e To assign a pre-defined template, select the template you would like to use
from the drop-down menu.

Access Template Custom (default)

Custom (default)
Visitor
Employee
Maintenance
Contractor

e To customize the user’s access, click ASSIGN CUSTOM. This will provide
a list of doors you can grant access to, along with schedules you can
select. Choose the door and schedule and click the plus (+).

(X) ASSIGN CUSTOM

G Door 1

9. Click SAVE.
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Credentials are also searchable, by using the search at the top. By default, all
credentials are visible with the total number listed to the right of the search field.

You can enter a keyword to search, and search results will populate as you type and
narrow results. The results will include the user’s name, location, phone number, Mobile
Access ID, and if the user has been verified.

% ADD CREDENTIAL

Credential Location Mobile Phone Mobile Access ID Mobile Verified Edit Delet

Ellie Sattler Cloudvue Nashville 8675309 123456789 @) £ O

¢ [f the credential needs to be changed, click the Edit V4 icon associated with the
credential to change the details.

Subscriptions

Every device connected to Cloudvue requires a subscription, the type of device will be
dictated by the type of credential needed.

Subscriptions for doors are per door, and per a set time period either monthly or yearly.

Subscriptions Format:

e All wired controllers will need:
o Door Controller License (per controller): TCSACONDOORA

o Credential license (per mobile device, unlimited doors): TCSAMOBCRED10*—
10pack Mobile Credential user for hardwired doors (monthly or annual)

OR

o Credential license (per mobile device, unlimited doors): TCSAMOBDUAL10*—
10pack Mobile Credential user for account with mixed hardwired and panel-less
doors (monthly or annual)

e All panel-less controllers will need (ioSmart Readers and SmartLocks)
o Credential license (no door controller license needed)

= TCSAMOBSKEY10* — 10 Mobile device credential for a panel-less
reader using a mobile device
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Settings

The controller will have several settings that can you can managed within the Settings

{S Select the Settings from the navigation pane to the right to see the three tabs at the
top of the screen—the default will be Settings, but there will also be Users and Alerts.

Note: Settings options will appear different for access control devices vs video devices.

SETTINGS USERS ALERTS

Settings

General

The initial setup of the device establishes the options found on the General tab, and
rarely need to be changed. These options will include Name, Device Type, Serial
Number, Model, and Location.

e Only a select few options will even allow for changes to be made—such as Device
Name and Location.

e The selected location sets the time zone used by the device.

e Additional tracking fields: Notes, Partner, Customer ID, Site ID, Lock Users.

Cloudvue Demo

Figure 12: Additional General Tracking Fields
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Network

The initial setup of the device establishes the options found on the Network tab, and
rarely need to be changed.

e The RS-485 Port specified is used to allow the ioSmart readers to connect and
should remain at the default setting.

Local IP Address

Gateway Address

0050F9599AF0

115200 Baud Rate

Figure 13: Network Information Display

Advanced

The Advanced tab contains three options for the controller that you can change, and a
section for Actions & Tools.

Vital LED Status

Status LEDs Always On

Tamper Alarm

Figure 14: Advanced LED KT-1 Options

e The Vital LED option will allow you to customize the display of the Vital LED on
the controller. The default is to display the status of the controller, or you can
select a specific color for it to display.

e The Status LEDs will default to Always On, or you can set them to always off.

e You can set the Tamper Alarms to send a signal to either of the relay options if
triggered or set to the default of None.
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Action & Tools
The Action & Tools section provides additional options for managing the controller.

e The Status Details provides full details about the controller, such as the
address, memory, power, firmware, and hardware details.
Details - Full Status

Status

Number of Cards

Subnet Mask

2552552520

Total Free
12100 MB 76.00 MB

2048000 MB 1783559 MB

212368 oo MB 212308 00 MB

Figure 15: KT-1 Status Information

¢ |If you select Soft Reset, the system verifies all the controller memory
definitions and parameters. If everything is still valid, it will remain intact. If
not, the controller will go into Hard Reset mode. If defined, it will keep the
previous IP address.

¢ If you select a Hard Reset, the system sets the controller memory to
default values and clears the internal event buffer. If the IP address is valid,
it will keep it.

¢ Reset Reader Power. This will simply power cycle the device and reboot.
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Readers
The Readers panel allows you to connect ioSmart readers to the controller, which can
then enable the use of the Mobile Credentials within the Cloudvue Service.

e To use this feature, you will first need to select the format of the credentials you
will use with the reader so that it may interpret them correctly. Select the option
from the Reader Formats drop-down menu.

Reader Formats : ! v

The KT-1 controller is a single-door controller, but allows you to configure both sides of
the door, providing both primary and exit options. If you are using the ioSmart readers,

you can provide the serial numbers associated with them, which allows you to use the

Soft or Hard reset options, as well as the Mobile Credentials.

ioSmart Status Soft Reset

Cloudvue Service  [J] Mobile Credentials BLE Range - Normal

Door 1 - Exit

ioSmart Serial #

ioSmart Status Soft Reset

Cloudvue Service  [JJ Mobile Credentials BLE Range - Normal

Figure 16: KT-1 Interior/Exterior Door Reader Configuration
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Doors
The doors tab on the right of the screen provides additional door options.

Reader or Keypad Reader and Keypad

Card and PIN Schedule None

Figure 17: Additional KT-1 Door options

e Door# shows which side of the door you are currently changing. You can use the
drop-down menu to change to the Exit side of the door if needed.

e Door Name allows you to change the name of the door. Once changed in this
field, the name will also reflect in the Readers tab.

e Reader or Keypad shows whether you will allow access via a reader (such as a
keycard or fob) or if it will require the use of a PIN. Use of the drop-down menu
can change the option.

e Card and PIN Schedule shows when the card or PIN options would be valid and
allow access to the door. You must create a schedule for this option to be set to a
value other than None. See the section on Schedules for more details on how to
set them.

Lock Configuration Fail Secure
Unlock Time (sec) 00:00:10 OpenTime (sec) 00:00:30

3 Extended Open .
Extended Unlock Time (sec) Time (sec) 000200

Unlock Schedule

Auto Unlock Grace (Min) o

Figure 18: Door Lock/Unlock Configuration

e Lock Configuration determines the behavior of the lock when power is removed.

o If you select Fail Safe, the locks will set to unlock when power fails. You
may select this option when the door is an exit or required for safety
regulations.

o If you select Fail Secure, the locks will set to lock when power fails. You
may select this option when an area needs to remain secure and may only
accessed by someone with a physical key, or to seal off a space in an
emergency and prevent access.
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Unlock Time will determine how long the door remains unlocked before re-
locking. The default value is 10 seconds.

Open time will determine how long a person can hold open the door after being
granted access. The default value is 30 seconds.

Extended Unlock Time will provide additional time for the door to remain
unlocked for specified users. You may use this feature for persons who requires
additional time to pass through an unlocked door. The default value is 40
seconds.

Extended Open Time provides additional time for the door to be held open for
specific users after being granted access. The default value is 2 minutes.

Unlock Schedule will allow the system to unlock the door based on a schedule
that you have pre-selected. You must create a schedule for this option to be set to
a value other than None. See the section on Schedules for more details on how to
set them.

Auto Unlock will keep the door locked until the first person with valid access uses
the door during an unlock schedule is valid. The Default is unselected.

Grace will allow the door to be unlocked if the first person with valid access uses
the door within unlock schedule uses is within grace period before the unlock
schedule time begins. For example, if the unlock schedule for the door is between
8:00 AM and 5:00 PM and the grace period is for 15 minutes, the first person in
with an enabled grace period of 15 minutes and valid access can access the door
between 7:45 and 7:59 AM. The default value is 0 minutes.

Door Monitoring + Door Contact Input 1 v

Figure 19: Door Monitoring Input

Door Monitoring checks for several conditions, such as forcing a door open.
o Door Contact

Exit Monitoring + REX Input 2

- REX Unlocks Relock On Door Close

[l Resettable REX

Figure 20: Door Exit Monitoring
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e Exit Monitoring provides a way to monitor a controlled exit door, using signals
from a Request to Exit device (REX).

o For the primary Rex, the input must be local - it has to be an input on the
controller operating the door.

o If you select the REX Unlocks check box, the door unlocks if the controller
validates the REX. Use this option on interior exit doors, shipping doors,
and push doors used by delivery personnel. The system permits the exit
and generates a “request to exit granted” event, rather than a “door forced
open” event.

o If you select the Resettable REX function check box, a valid request to
exist restarts the unlock time. Select this option for high traffic doors, for
example, manufacturing doors where many users need to exit during a
short time, to prevent unwanted “door open too long” or “door forced open”
events.

e The Camera option allows you to link up to two cameras to the controller for
additional validation.

Inputs
Input
Input Name
Input Configuration Normally Closed

Monitoring Schedule None

EOL Supervision None

Alarm Activation None . Temporary Timer

Tamper Activation Temporary Timer

Trouble Activation Temporary Timer

Figure 21: KT-1 Inputs

There are 4 inputs on the KT1 controller, allowing you to configure monitoring and what
happens with them.
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Relays
Relays control or trigger systems electromechanically or electronically.

1. To enable a relay, use the drop-down menu to select the relay, and then select
the Enable check box.

Relay Relay 1 + Enable

2. You may rename the relay in the Relay Name field to one that is more easily
identifiable.

Relay Name Relay 1

3. Select the Relay Operation from the drop-down menu.
¢ Normal—by default, the relay will be deactivated.

e Reverse—by default, the relay will be activated.

Relay Operation Normal

Reverse
Normal

4. Select Activation Schedule if you would like to select a pre-defined schedule to
determine when a deactivated relay should become activated. See the section on
Schedules for more details on how to set them.

e The Deactivation Schedule is used to select a pre-defined schedule for
when an activated relay should become deactivated.

Activation Schedule None

Deactivation Schedule None

5. Temporary Timer
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Relay Events

Relay events are the actions that occur when a specific event occurs. You will configure them for
the door separately. For each option, select the associated relay you would like to assign to the
individual door.

Door Forced Open

Door Held Open

Door Alarm On Relock

Lock Trouble

Follow Lock Output

Invalid Card Status

Card Traced

Access Denied

Extended Door Access
Delay

Access Granted

Figure 22: Relay Events Configuration
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Multi Swipe

Multi-swipe is used to determine what actions will result when a user double or triple
swipes their card.

NOTE: This feature is not available with mobile credentials

1.

To enable the multi-swipe feature, select the door and schedule this will apply to.
See the section on Schedules for more details on how to set them. The schedule
will apply to both the double and triple swipe action and must be valid for the
second or third time the user swipes the card for the action to occur.

Door 1

Multiswipe Schedule None

. For the double swipe, determine the action that should occur when the user
double swipes their card from the drop-down menu.

No Action

No Action

Request To Arm

Door Lock Toggle

Door Unlock Temporary

Relay Teggle

Relay Temporary Activation
Door Lock

Daor Unlock

Relay Activation

Relay Deactivation

No Action - Nothing will occur.
Request to Arm - Arms the door manually.

Door Lock Toggle -Changes the locks current state. If the door is locked,
it unlocks. If it is unlocked, it locks it.

Door Unlock Temporary - Unlocks the door for a specified amount of
time.

Relay Toggle - Changes the relay state. If the relay state is active, it
switches it to inactive. If the relay state is inactive, it switches to active.

Relay Temporary Activation - Activates a relay, or group of relays, for a
specified amount of time.

Door Lock - Relocks the door after valid access.
Door Unlock - Unlocks the door after valid access.
Relay Activation - If the current relay state is inactive, activates the relay.

Relay Deactivation - If the current relay state is active, inactivates the
relay.
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. Select the Relock on Access check box to lock the door before executing the

double swipe action.

. If you select a relay option (Relay Toggle, Relay Activation, or Relay
Deactivation), the Relay drop-down menu becomes available, and you will need
to select the relay from the list.

. If you select an option with a temporary amount of time (Door Unlock Temporary
or Relay Temporary Activation), the Temporary Timer field becomes available.
This field allows you to set the time for these options; the default is 00:00:00

(HH:MM:SS).

. To set the triple swipe parameters, repeat the above steps.
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Users

Under the Users tab, you can add users within Cloudvue who will have access to view or
manage the controller.

1. To add a new user, click Add User.

SETTINGS USERS ALERTS

2. On the next screen, enter the users details, including the first and last name,
email address, password credentials, and phone number.

Note: The email address will become the username for login for the user.

ADD USER
First Name
Last Name

ellie sattler@jp.com

Confirm Password

Phone number

3. Select the user’s language; the default will be English.

Language English

English
German
French

Italian
Russian
Portuguese
Spanish

4. Next, choose the status for the user. The default setting is Active.

Note: This leaves the user in the system, however, deactivates their access. In
order to remove the user, you must do it from the main page.

Status Active -
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5. The next option is to assign the user’s role.

o

User Role View Only
View Only

Live Only
Enterprise
Billing Administrator

e View Only - Default setting, user can view live and recorded video, but
may not make changes.

e Live Only - User will see live video only.

e Enterprise - User will see live and recorded video and change settings.
They may view subscriptions but not change them.

e Billing Administrator -Can view and access all items.

Default View allows you to determine what the user sees when they log into the
system. The default is the Last Viewed, but you may also choose to default it to
the Controller view.

Default View Last Viewed

Last Viewed
Controller

v

If you would like to allow the user to set the PTZ by hand with a device, check the
box for Allow Mechanical PTZ .

Allow MechanicalPTZ ¥

If you would like to require the user to use Two Factor Authentication, check the

box.
Two Factor Authentication [l

On the right side of the screen will be the list of devices that you can assign to the
user. Check the box for each device you would like to assign to the user.

ASSIGN DEVICES

Server Name IP Address Mac Address
Cloud Camera 1TB Bullet

Cloudvue Demo 1

Cloudvue Demo 2

Controller
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10.If there are any custom views available, you can assign them to the user. Check
the box for each view you would like to assign.

ASSIGN VIEWS

View Name

MysStore_FL

11.When you have made all selections, click SAVE.

Alerts

Under the Alerts tab, you can add alerts based on certain actions and schedules to be
sent to specific users, either by email or SMS.

1. To add a new alert, click ADD ALERTS.

SETTINGS USERS ALERTS

© s

2. Next, provide a name for the alert that is easily identifiable in the Alert Name field.

3. Select the Alert Type from the drop-down menu.
ADD NEW ALERT

Alert name

Access Denied
Door Forced Open

Door Held Open

Door Left Open

Door Forced Open Restored
Door Held Open Restored
Door Left Open Restored
Door Lock Status Failure

Schedule v

ADD SCHEDULE

4. Use the Schedule drop-down to select a predetermined schedule to show when
the alerts would send; or click Add Schedule to create one. See the section on
Schedules for more details on how to set them.
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5. Once you have made the alert selections, select a user by checking the box next
to their name, and then select the preference of SMS, email, or both for how they
would like to receive the alerts.

ASSIGN USERS

SN )

S

User Name Email SMS Email

' Ellie Sattler ellie.sattler@jp.com

6. When you have made all selections, click SAVE.
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3.0-FAQ

What firmware version does my controller need to support Cloud mode?
Firmware V3.06.09 or higher.

If | change my mind, can | downgrade my controller firmware from the version
supporting Cloud mode?

No, Firmware V3.06.09 cannot be downgraded to an older version.

Will | be able to upgrade the firmware of my controller after setting it to Cloud
mode?

Yes, Firmware can continue to be upgraded to future versions.

Can | use my controller in another mode (EntraPass or Standalone) after setting it
to Cloud mode?

Yes, but controller must be reset to the factory default prior to changing the mode.

How would | know if the controller was initialized correctly after setting it to Cloud
mode?

The vital LED makes continuous 3 quick pulses in blue and the Lock2 LED on the
controller will turn on.

How long does it take for the controller to fail in fail-soft mode after losing
connection?

The controller will be declared offline after approximately 60 seconds from the
latest connection loss. Controller will then enter fail-soft mode.

How long does it take for the controller to quit fail-soft mode after restoring
connection?

The controller will take up to 30 seconds to go online and recover from fail-soft
mode after restoring the connection.
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4.0—Troubleshooting

Issue

Possible Cause

Action

Controller did not initialize
correctly

Poor or loss of Internet
connection

Cloud server temporarily
unavailable

Press the “Reset” button or
power cycle the controller

Events not showing in the
event dashboard

Poor Internet connection

Ensure the Internet has
enough bandwidth and
lower ping time

Events reported in wrong
date & time

Wrong location is selected
for the controller

Verify the account address
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