exacqg\Vision waee HALO Smart Sensor Integration Guide

Overview

IPVideo’s HALO I.0.T. Smart Sensor is a multi-sensor capable of detecting vape, smoke, THC and sound
abnormalities like shouting in areas a camera cannot be placed. Additional sensors give HALO the
ability to monitor air quality for temperature, humidity, hazardous chemicals and more! The serial data
from these events can be viewed and customized within exacqVision. This document will explain the
integration process.

Requirements Tested Versions
] I

HALO Smart Sensor unit from IPVideo Corporation - . .
. . exacqVision Version Firmware
e ExacqgVision server and client software -

Professional or Enterprise license preferred. exacaVision Server 19.09 1.53
! prise i P exacaVision Server 19.12 1.53,1.66

exacaVision Server 20.03 1.53,1.66

exacaVision Server 20.09 2.2

exacaVision Server 21.06 2.3.9

exacaVision Server 21.09 | 2.3.9,2.5.1
HALO Sensor Setup Process exacaVision Server 21.12 2.5.1

CONFIGURE VMS SETTINGS

1. Login to the HALO SMART SENSOR web interface and click Integrations. In the top section
(External Messaging) you will configure how event data is sent to ExacqVision.

2. Enter at least “%EID%"” for the Set String and Check the On radio button to enable (Do not
include Quotations) More variables shown in the green box at the bottom of this image.

3. Enter “halo.reset” for the Set String and Check the On radio button to enable (Do not include
Quotations)

4. Enter the IP Address of the ExacqVision Server in the IP Address field

5. Enter a custom port number that will also be configured in exacqVision to communicate with
the sensor. (example, 1234 )
NOTE: Only one device can be configured per port number. Additional devices should be
subsequent numbers. (1235, 1236, etc...)

6. Click the Save button.

External Messaging

Integration Partner --- Apply Settings - *
Protocol @ TCP Q HTTP Repeat Holdoff 5 sec
9%NAMES - %IP% \rinEVENT: %EID% - %SOURCE®: %VAL% Yrin %TIMES Yrinin
Set String ®OnQ Off @
A
halo.reset.%EID%

Reset String ® On O Off @
Above you can use: %THR - event threshold %FWWVER% - firmware version

9aNAME9s - dlavice name %VAL% - sensor value i\ - 1 back slash

%IP% - ip address %DATE% - local date of event \n - new line

%MAC% - mac address % TIME% - local time of event \r - carriage return

%EID% - event id %PSWD3% - password \u##s - hex char code

%SOURCE% - data source %USER% - user etc.
Address  172.19.2384 Port 4321

Status: OK ‘
Save
6
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exacqVision Serial Port Configuration

1. Log into the exacqVision Client as an Administrator and click on the Config (Setup) Icon.
2. Click on Serial Ports in the left navigation tree.
3. Click the New button in the bottom left corner, and enter a Name for the Serial Port.
4. Select Access Ctrl from the Use dropdown menu.
5. Select the Profile created for HALO events in the Profile dropdown menu.
6. Select TCP Listener from the type dropdown menu.
7. Enter the IP Address of the HALO Smart Sensor in the Address field.
8. Enter 1234 into the Port field.
\/ exacqVvision Client - ] X
Q Q exacg\/ision
Q :‘.m — ) Serial Ports
Systerns ~
@tﬁ\dd Systems Uart .
% Client Mame Use Port « Profile / Pratacol Baud Rate DataBits Stop Bits Parity  Flow Contra Max Line Lengt Line Ending  Timeout  Status
Q@ Indicators CoM! Unused v COMT [Mone %6 [ 1 None  |None 50 0 Unused
Q Event Monitaring CoMz Unused ~ | COM lone 8 1 None  |Nene 50 0 Unused
2 Groups CcoMz Unused ~|COM3  |Mone 9600 8 1 None  |None 0 0 Unused
1) Maps
Q Layouts
T video Walls
-85 Enterprise Apply Cancel
;I B exacqVision Server 2
[=-£=8 Configure Systern P
&Y Add IP Cameras Select  Name Use Profile - Type Address Port Max Line Lengt Line Ending  Tirmeout Status
B%iﬁ;:rlani:ct:;;t O Hao ¥ [pOS ~|Halo Smart Sensor © | T::L\stener ~izaszzaan ¥ 1234, 80 ! ! 0 Connecting,
&l Trigger Inputs
‘@h RTSP Server
) Add Security Integra
) JE System Audio
) Audio Inputs/O
-3 Storage
) Serial Ports ¢
@ Senial Profiles
[ Notifications
(&) Auto Export
P EventLinking
1] Schedule
 Archiving
S Assaciations
£ Custom lcons v New Delete Apply Cancel
< >

NOTE: This integration is currently serial data only. This device is not connected to exacqVision the
same way an IP camera would be, and therefore does not require an IP camera license.
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exacqVision Serial Profile Configuration

1. Click on Serial Profiles in the left navigation tree.

Goa W

Click the New button to create a new Serial Profile.
On the configuration tab, specify a Profile Name.
SOT and EOT markers are optional here.

Click Apply to save the Profile.

\/ exeequision Client
Q [
0 guratio

Q, Filter

- o0 =
E @ exacqg\/ision

% Systems
-8 Add Systerns
[ E Client
QY Indicators
P Event Monitoring
- Groups
O Maps
Views
Tours
-EH Layouts
E Widen Walls
B2 Facial Matching
o g Enterprise
=87 exacqVision Server
SN Configure System
AddIP Cameras
=l Carnera Recording
9 Audio Inputs/Outputs
Trigger Inputs
E Alarm Outputs
RTSP Server
i £ Body 'Worn Cameras
Y Add Securty Integrations
@B System Audio

Storage
- steng

) Serial Ports
LB Serial Profiles
L Metifications
@ Auto Export
&P EventLinking
7| Schedule
L. Archiving
-8 Associations
o Users

“.f@ Change Password

Profile

Irnport.. Export...
HALD

Newr Delete

Serial Profiles

Globsl Settings
[CJEncrypt database

Days to Retain Data: | 60

~ Configuration  Live Display | Event Keywords

Serial Preview

Apply Cancel

Line Masks | String Replacements | Rules

Profile Configuration

Port Mame: HALO

Port Status:  Caonnecting.
p—

| v Name: | HALO ‘

[ Showy Raw Data

Parser:  Default v |

Halo Device - 172.19.233.120
EVENT: Aggressien - Aggression 0
4;56:50 PN

Halo Device - 172.19.233.128
4;59:00 PN
Halo Device - 172.19.233.128
EVENT: AQI - AQT 11

4:59:05 PN
Halo Device - 172.19.233.128

EVENT: Gunshot - Gunshot 0
4:59:17 PN

EVENT: Vepe = FMIO (10 um particulates) ug!mﬁ'

SOT marken,

Marker Type: | Standard ~
EOQT marken

Case Sensitive: b1

Flush

Send To..,

Apply Cancel

In Firmware version 2.2 and later, you can now customize how the data strings are displayed from the
Halo web interface if you prefer not to do so in the exacqVision client (shown above).

The screenshot shown on page 1 shows the use of \r and \n to end the line of data in the string and
start over on a new line. The output of this, as it would display in exacqVision, is shown here:
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Testing data flow

HALO SMART SENSOR - ACTIONS
1. Click on the Actions tab of the HALO Smart Sensor interface.

Actions

Event Email  Email Msg

Identifier set Reset Reset Relay 1 Relay 2 LED Color LED Pattern LED Priority  Sound Actions

Aggression O = v |- v/ Cyan '~ 1SecBlink v High |[v| - v
AQl o = 5sec v  — ~  Red |v| Steady v High |v|  Siren-Alarm.wav i
Gunshot D o vl - v Blue |~ 1SecBlink High |v = Emergency2C2N.wav v
Help o = v ~|  Violet |~ 1Sec Blink |+ High |~ Siren-Euro.wav ~
Masking [m] O o - - v Steady “| High v - -
Tamper o g v | - v Yellow ~  1SecBlink v High |v|  440_5secwav v
THC 0 o ~ — v — v Steady v High |~ - v
vape o = vl | - v - v|  Steady vl High v | — v

2. Make sure that the checkbox in the Msg Set (previously called VMS Set) column are check for
each of the individual Events.

3. Use the Test buttons for each of the individual Halo Events to send test commands to
ExacqgVision.

4. *The transmitted events will be displayed in the ExacqVision client in the Serial Profiles or Live
View. These events are also recorded and searchable when used in Event Linking.

\/ exacqVision Client - o X
£ Q %l BH [ B ) (e @ | xacqvision
O gad | b |
e GILH R Save View i

Q Filter by Name ) B >
N Cameras
£ exacqVision Server 2

N Q3505

48 Halo

halo.Aggression Halo Device (172.19.232.141) event occured 3/11/2020 4:02:42 PM
54.1 Noise Level (db)
1 Cameras halo.CO Halo Device (172.19.232.141) event occured 3/11/2020 4:02:46 PM 0.1493
_'ﬁ Groups Carbon Monoxide
= B
Tl
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EXACQ - SERIAL PROFILE KEYWORDS

In order to associate HALO Smart Sensor Events to ExacqVision actions, you must first create a set of
Keywords. These keywords must identically match the output received from HALO, as indicated in the

previous section.

Please note that the string values are inherently case sensitive.

1. Click on the Event Keywords tab, then click the New button
2. Enter the event string value for each of the individual HALO Events that have been defined,

such as %NAME%, or use any other words from the string of data received (show in the Serial
Profiles Configuration tab). Event keywords can be customized to your needs.
3. Click Apply to save the Keywords.

\/ exacqWision Client

- m] *x
@‘ (3 ) exacq\/ision
- :
Serial Profiles

Q Filter [x]
Systems Glabal Settings
&2 Add Systems [JEncrypt database

[ Client
QY Indicators Days to Retain Data: | 60 % Apply Cancel
-.[gf Event Monitoring
-1 Yy Groups Profile
| Configuration | Live Display | EventKeywords | Line hMasks | String Replacements Fules

8] Maps Impott... Export...
Wiews

Taurs

[ Select &l

Layouts String Enzble
P videa Walls S :al&vape -
Enterprise alo.tggression
exacqyision Server 2
Configure Systern
BH Add [P Cameras
i =M Carnera Recording
1) Audio Inputs/Outp
@ Trigger Inputs
gl RTSP Server
v Add Security Integratio
B Systern Sudio
L Audio Inputs/Outp
{3 Storage
-]l Serial Ports
A Serial Profiles
-3 Motifications
@ Auto Export
g® Event Linking
77 Schedule
B Archiving
C-fg8 Associations
i@ Custom lcons
@ File Management
@ Users

@ Charge Password

)|

[ Case Sensitive

Mewy Delete

Mewy Delete Apply Cancel
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exacqVision Event Linking Configuration

Once the keywords have been added, go to Event Linking in the configuration tree on the left. Here
you will create associations between the HALO Events and actions that ExacqVision can perform based
on those events.

1. Click the New button to create a new Link.

2. Select Serial Port as the Event Type.

3. Select the Event Source (Halo Alarm) to associate to an action(s)

4. Specify the Action Type, Action Target, Pre and Post Trigger, then click Apply to save changes.

\/ exacqiision Client

— [m] x
@. Q exacg\ision

oL
Q Filter s =) Event Linking

B Systems Server Actions
£ Add Systems
@ Client Log Event Type Event Source At Least Action Type Action Target Pre Trigger Post Trigger  Status

Q Indicators Serial Port Halo - Keywrord halo.Aggression  Immediate Record Wideo 03505 0 0 Off
IgP Event Monitoring

2 Groups

1 Maps

Wiews

B Tours

@ Layouts

JH video Walls

Enterprise

B8 exacqWision Server 2

t=_| Configure Systern

Bgﬁ* Add IP Carneras

i -5 Camers Recording

Event Type Event Source Action Type Action Target Pre Trigger
Videa Mation Halo Log Event

Q3505 0 < g "
Video Los il Kemor o Vope ETIr— [0 Bsecons:
Hala - & on

Record &udio

Input Trigger

Lo 03s0s Output Trigger Past Trigger
) Audio Inputs/Outp Serial Profile Notify =
. 48] Trigger Inputs Health Auto Export E 2| Seconds
&gk RTSP Server 1P Camera Connection PTZ Preset
' Soft Trigger Security Trigger
?dd SEEAun:;)fﬂntegratIU Tirne Trigger ‘idebhook
= ystern Audio Analytics
A Audio Inputs/Outp Source Group
B Sorage Duthound Cannectian
0 Serial Ports Security Integration Connectian

Security Integration Alert

- & Serial Profiles Security Integration Alarm

- [5] Motifications Serial Port Cannection
(&) Auto Bxport Mo Recording
&° EventLinking
~[F] Schedule [JLasts at Least 1 2| seconds
.8 Archiving
@8 Associations
L@ Custam lcons Log Settings
] éﬁe:‘e Manzgement Mz mum|Daystolkeep|loggedEventall] 30 B
- & Change Password
Mewy Delete Apply Cancel
< >
Contact Info & Support
IPVideo Corporation Technical Support
Web: https://ipvideocorp.com/support/
Phone: 631-647-9970
exacqVision Technical Support
Web: https://exacq.com/support/techsupport/
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