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THIS DOCUMENT FOCUSES ONLY ON ENTRAPASS VERSION 8.0 AND LATER.

For information specific to previous versions, please see our guide on earlier versions.

Overview

ExacqVision recorders now include Kantech EntraPass Corporate Edition software. The purpose of this document is to
guide the technician or installer through the process of installing and registering Kantech EntraPass CE. It is required
that the individual performing this task is a Kantech Certified Technician in order to register the product.

More information about Kantech EntraPass CE can be found by visiting Kantech.com

IMPORTANT NOTE: The Section regarding “Kantech Permission Repair” is required for versions prior to 7.30.48, but it
is highly RECOMMENDED that any version installed on a Windows 10 system have these permissions and exclusions
checked. For best system performance, the exclusion of the Kantech folder from real-time virus scans is particularly
important.

Tested and Supported Versions:

Kantech Entrapass ExacgVision Server

8.23.22 20.03, 20.06, 20.09, 20.12

8.20.38 19.12

8.10.78 19.06, 19.09, 19.12

8.00.32 19.03

7.51.02 9.6,9.8
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EntraPass Installation

Perform the following steps to install the included version of Kantech EntraPass Corporate Edition on the exacqVision
system.

1. Open the Kantech folder on the desktop.

2. Double click to run the setup.exe application to begin the
installation process.

Application Taols  Kantech

Share Wi Manage

» Kantech v O Search Kantech

Marme Type Size
* Juick access G| MRS UYL SR, FE -]

[ Cesktop 3!3 G0 Qv Configuration sett... 25 KB

>B Q41 3imi Configuration sett,., 25KE
:!3 03 Guini Configuration sett.. 25 KB
>B AUTORUM.inf Setup Infarmation 1KE
|j datal.cab Cabinet File 1734 KB
[ This PC D datal.hdr HOR File 120KE
o |j dataZ.cab Cabinet File 591,840 KB
= Data (D) ewtPLdl spplication extens... 5,211 KB
¥ Network EWTestinst.dll Application extens,., 1,584 KB
N @ InstallllS.exe Application 2,898 KB
155etup.dil Application extens.., TE0 KB
D layout.bin BIM File 17 KB
K login.ico lcon 236 KB
setup.exe Application 1,164 KE
>!3 setupuini Configuration sett... IKB
[ setupins I File 391 KRB
[ setup.isn IS File 55 KR
(& Weblnstall.exe Application LI KR

37items  1item selected 1.13 MB

; Dowrloads

Documents
[&] Pictures

3. Click OK to begin the installation process. Then click Next on the following welcome page that appears.

Entrapass Corporate Edition - InstallShield Wizard X

Select the language For the installation from the choices below,

English {United States) v
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4. Step through the installation pages, select Install Server, database and Server Workstation then click NEXT.

Setup Start

t the operation you want to perform.

Q W |nztall addition

mﬂ' ® nztall Entra components

E"‘-:-‘ @ |nstall Entral
|

P @ Update inctalled ap
-

InnstallShield < Back H Mest » Canicel
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5. Here you will entering a username associated with the Kantech system. This defaults to the current Windows
user doing the installation. Continue to follow the prompts to finish the installation process. The Company
Name should be the end-user’s business name as this will appear on reports generated within EntraPass.

EXAMPLE

Customer Information

Please enter your information.

User Mame:
Company Mame:

Exacqg Technologies

Install this application for:

O Anyone who uses this computer (all users)

¥ Only for me (x)

Innstal15hield < Back ” Mext = Cancel

Continue to follow the prompts to finish the installation process.
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Your installation is nearly complete.

The desktop will now show five new icons.

a. Workstation

b. Server

c. Gateway

d. Smartlink

e. EntraPass Web

PLEASE FOLLOW THE STEPS BELOW TO REGISTER YOUR ENTRAPASS INSTALLATION
BEFORE CONTINUING TO INSTALL “ENTRAPASS WEB”. Installation instructions on Page
L]
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Registration

Once EntraPass CE is installed it must be registered

IMPORTANT NOTE: The software registration must be performed by a Kantech Corporate-Certified Technician.

At this point you can open the Workstation application.

1. Click “Click here to login” in the top left corner.

2. Apply the temporary password provided (highlighted in yellow) to the password text box to login.

User name

kantech

Password

i
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1. Click on the Options tab

o

iCY
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2. Then click on Registration
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3. Click the “Click here to register” button to
register
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System serial number

Please register online at hitp:/fwww.kantech.com or contact EntraPass support at:

MNorth America

Phone : +1(450)444-2030

Toll free : 1-888-222-1560 (US & Canada)
Support from : 8:00 - 20:00 (GMT -05:00)
E-mail : Kantechsuppont@tycoint com

Latin America

Argentina

Registration confirmation code 51D4 83E7
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4. |If your Kantech Member Center account has Registration privileges,
you may register your software online at www.kantech.com.
Otherwise, contact the Kantech Technical Support Line (1 (888)
222-1560.

IMPORTANT NOTE: The software registration must be performed by a Kantech Corporate-Certified technician.

5. When a confirmation code is received enter it here.

6. The OK button will become enabled upon entering a proper
confirmation code. Click OK when done entering code.

Your EntraPass installation is now registered.
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Click the close button. When prompted for Connection Password change it is OK to leave these fields blank and click

Cancel. This will retain the default Connection Password (kantech).
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Close the Workstation application.
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Answer YES to both of these questions if prompted.

q

0 You are the last usar to logn
Do you wank to log out anyway
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EntraPass Web setup on EntraPass version 8.0 and above

The installation process of Entrapass Web has changed considerably in versions beyond
8.0. Entrapass Web no longer uses the Silverlight plugin.

A new icon will be created on the desktop called Entrapass Website.

This link leads you to a web page to download the EntraPass Web application.

Click the DOWNLOAD button. When the prompt appears, click “Save File”. You may
need to locate the downloaded file and run it manually. Follow the prompts through the
installation process

NOTE: if the Entrapass Website shortcut does not correctly navigate to this page, add
“:81” after localhost as shown here.

- = EntraPass web P + = O

""i(—'—i’ C © @ localhost:81/EntrapassWeb e @ ﬁ n @ & 2 di’ =

ENTRAPASS

EntraPass web

I FOR WINDOWS

DOWNLOAD

v8.20 - 32bit

Having problems installing EntraPass Weh?

® £ +1.317.845.5710 USA (Corporate

6 !Xa Cq % 'égﬁ +5255.56080817 Headquarters) Page 10 0f 15
e, | 44.1438.310163 Mexi

Technologies WWW.exacq.C0m ’ exico Updated

<t +31.485.324.347 Europe/Middle East/Asia
Central Europe

January 2021



e)\acq\/IbIUI I EntraPass (W10) Installation Guide

Kantech Onboard Systems

When the process is complete, the new icon on the desktop will be “Entrapass Web”. Continue to use only this icon to
open Entrapass Web.

Log into Entrapass Web with the same credentials you used for the Workstation application. (See this section for

more.)

Logging Into EntraPass Web

When the install completes, a login prompt should be displayed. There are key things to look for here.

1
2
3.
4

Username: admin
Password: admin256
Ensure name here is as expected

Ensure that this says “Powered by Kantech”. If you only see “Powered by...”, then a connection has not been
established with the Kantech services and there is a problem.

NOTE: One potential troubleshooting solution for this is to make sure that the necessary EntraPass services are
running. Do this by running the Services.exe application in Windows.

v EntraPass Web _ - .

EntraPass Web

Reset Password ?

exacqtechnologies
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Windows Permission Repair for versions 6.05.38 and higher.

To ensure full-functionality, EntraPass requires two permissions & one exclusion modifications (Windows
Defender). Only the Windows Defender exclusion is shown below.

EntraPass Version 7.51.02 and higher changes folder and registry permissions by default during the
installation. The Windows Defender exclusion is NOT changed automatically. This must be done manually by the

user or administrator.

NOTE: The C:\Program Files (x86)\Kantech folder should always be excluded from Windows Defender or any
other anti-virus scan software, regardless of what EntraPass version is installed.

1.

To prevent security software interference, EntraPass requires that the Kantech

folder be excluded from real time monitoring & virus scanning from any cyber-
security software installed. Here is the procedure for Windows Defender:

B.

C.

Open Windows Defender
Click Settings
Locate “Exclusions” at the bottom of the page that opens.

Click “Add an exclusion”

Some settings are managed by your organization.

Windows Defender protects your computer against viruses,

spyware, and other malicious software. Open Windows Defender to
use it

(Open Windows Defender

C  Windows Update

D Recovery

Real-time protection

This helps find and stop malware from installing or running on
your PC. You can tum this off temporarily, but if it's off for a while
we'll turn it back on automatically.

@@ o

D Activation

Cloud-based Protection
For developers
Get Real-time protection when Windows Defender sends info to
Windows Insider Program Microsoft about potential security threats. This feature works best a

with Automatic sample submission enabled. PC status: Protected

@ on

Automatic sample submission

Aliow Windows Defender to send samples of suspicious files to
Microsoft, to help improve malware detection. Tum this off to be
prompted before sending samples to Microsoft

@ o

pons: Created 15 days ago

> Exclusions

Windows Defender won't scan excluded files, making your PC more
vulnerable to malware. Scan detaiby
Last scan Na schedobed scan pertormed
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2. Click “Exclude a folder” and locate the Kantech folder in Program Files (x86).
Highlight this folder and click the “Exclude this folder” button.

2 Add an exclusion

Files and folders

Exclude a file
+

e Exclude a folder

Select Folder
« 5 v A <« Local Disk (C:) » Program Files (x86) Search Program Files
Organize v New folder

Name ' Date modified
# Quick access

I Desktop
‘ Downloads

Advantage 11.10 771472017 1:59PM  File folder
ASUS 7 8:34 P File folder
Common Files g 75:51 PM File folder
=] Documents exacqVision 7 216PM  File folder
| Pictures 4 Intel 2017 5:51 PM File folder

Kantech screenshot Internet Explorer 7 6 M File folder
: Kantech 7 2 File folder
bl LSl Corporation 2017 5:36 PM File folder
¥ Network MegaRAID Storage Manager File folder
Microsoft NET 7 2016 A File folder
MSBuild 71442017 File folder
Panasonic 7 / File folder
Reference Assemblies 71442 / File folder
Tyco International Ltd 742017 2:37 PM File folder
Windows Defender 7 5 & File folder

[T Y P PR O |

<

Folder: | Kantech

—_— —
(| Excludethisfolder | ) Cancel
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Backup the Configuration

There is a limited amount of space on the local hard drive. A remote location for the backup
operation of EntraPass should be considered. It is recommended that you configure the backups
to target a network share or other removable media such as a USB drive or CD. To do this,

perform the following steps.

W e N E WwN R

Open Workstation
Click Options

Click Backup Scheduler
Select “Specific Folder” radio button

Click on the browse icon

Click on the drop down box

Select network share or removable media (in this example, a USB drive with drive letter E:\)
Click OK

Repeat steps 1 - 8 for each tab, Data, Archive, In/Out and Video event

NOTE: By default, backups are stored under the “C:\Program Files (x86)\Kantech\Server_CE\Backup” folder.
As the System drive space is limited, it is recommended to move onto another drive.
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An important note on the backup process:

The EntraPass Corporate Server runs as a Service and by default, uses the Local System Account to access local

resources.

If a remote storage resource is used, the Server service login credentials should have:

e Local Administrator privileges

e Read/Write/Create/Delete privileges on the remote storage device/folder

If the remote storage is a Domain resource, then:
e The exacqVision Server (W10) must be a Domain Member
o The EntraPass Corporate Server service login credentials should have:
o Local Administrator privileges

O Read/Write/Create/Delete privileges on the Domain Resource

Configuring EntraPass

See our other guides for more information.

Kantech Entrapass Corporate Edition User Manuals
Under the Documents tab found HERE

Contact info and Support

Kantech Support (Technical Support, Customer Service, Sales, and more)

http://www.kantech.com/Support/ContactDefault.aspx

Exacq Support (Technical Support, Training tools, and more)

https://exacg.com/support/
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